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CHAPTER 1 
 

INTRODUCTION TO BIOMETRICS 
 
 
1.1 Biometrics Technologies 

 
During recent years, biometrics has acquired universal public acceptance owning to 
increased threat of terrorist attacks, national security and legislative compulsions. Since 
September 11th, 2001 tragedy in the USA, interest in biometric technologies in improving 
public safety has increased dramatically and it might prove to be one of the emerging 
technologies that will help safeguard the nation. In January 2000, MIT Technology Review 
also recognized biometrics as one of the top ten emerging technologies that will change 
the world.  
 
Establishing identity is becoming critical in our vastly interconnected society. The needs 
for reliable user authentication techniques have increased due to information security, 
privacy concerns and rapid advancements in networking, communication and mobility 
systems. Extensive demands and deployments of biometrics are observed in diverse 
environments such as airports, banks, law enforcements, secure access controls, 
commercial and forensic applications. It has started to gain acceptance as a legitimate 
method for determining an individual’s identity in many counties. 
 
Biometrics is defined as the science of recognizing an individual based on his or her 
physical/biological or behavioral traits. Biometric technologies are concerned with the 
physical parts of the human body or the personal traits of human beings, and the 
recognition of individuals based on those parts (ISO/IEC TR 24741). Fingerprint, face, iris, 
hand and retina are considered physical/biological biometrics, based on direct 
measurements of a part of the human body. Voice, signature and keystroke are 
considered behavioral biometrics; they are based on measurements and data derived 
from an action and therefore indirectly measure characteristics of the human body.  
 
Biometric traits are unique personal identifiers which cannot be forgotten, lost or stolen; 
therefore they reduce the incidence of theft or fraud. Although identical twins may appear 
the same to the human eyes, their biological and behavioral characteristics are usually 
subtly different. The automated methods implemented in biometric system can identify 
such differences and differentiate between two seemingly identical twins.  
 

 
1.2 Significance of Biometrics versus Traditional Authentication  
 

Current security mechanism is based on either ‘something you know’, ‘something you 
have’ or a combination of both. The most frequently used authentication technologies are 
passwords, PINs and tokens (e.g. keys and cards). They secure access to personal 
computers, networks, building facilities and ATM transactions. An authentication system 
can increase its security, convenience and accountability by addition of biometrics 
(‘something you are’) (Samir N. et al., 2002).  

 
Advantages of Biometrics are: 
• Biometrics provides a high degree of security and convenience, therefore ensuring 

confidentiality of personal information. The use of passwords/ PINs are easily guessed, 
forgotten or compromised; tokens can be stolen or misplaced.  

• Biometrics prevents the occurrence of thefts, as information is stored in the form of a 
digital record in the database which makes it highly impossible to reconstruct, decrypt 
or at least manipulate information. 
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• Biometric uses biological characteristics which are inseparable from a person; 
therefore reducing the threat of loss or theft.  

• Biometrics provides high safety devices suitable to different work environments.  
 

• Biometrics technology is highly reliable and accurate in several applications. 
 

• Biometrics Increases accountability through eliminating phenomena such as 
buddy-punching and provides a high degree of traceability of users’ access to 
computers or systems at any time. 

 
• Biometrics provides fraud-reducing functionality which determines if a person’s 

biometric exists more than once in a database (fraud detection) or deters individuals 
from attempting to enroll multiple times. 

 
 
1.3 Biometric Systems 
 

Identity verification devices use three basic technological approaches of security; based 
on something you have, something you know, and something you are. Accordingly, they 
range from automatic readers of special identification cards (something you have), to 
keypad entry devices that generally require a pin number or password (something you 
know), to more sophisticated systems that use biometrics (something you are) to verify the 
identity of persons seeking to enter a facility. More secure access control systems use a 
combination of several of approaches for additional security measures. 
 
Biometric technologies are automated – computer or machines are used to verify or 
identify identity through biological or behavioral characteristics. Due to the automation 
process, biometric authentication generally requires a few seconds, and biometric 
systems are able to compare thousands of records per second.  
 
Biometric systems can be used in one of three modes: verification, identification or 
screening; depending on the applications (Anil K. et al., 2006).  

 
1) Verification (“Is she really who she claims to be?”): Biometrics can verify with high 

certainty of the authenticity of a claimed enrollment based on the input biometric 
sample. For example, a person claims that he or she is within the authentication 
system and offers his or her fingerprint; the system then either accepts or rejects the 
claim based on a comparison performed between the offered pattern and the enrolled 
pattern associated with the claimed identity. Commercial applications, such as 
computer network logon, electronic data security, ATMs, credit-card purchases, 
physical access control, cellular phones, personal digital assistants (PDAs), medical 
records management, and distance learning are samples of authentication 
applications.  Authentication applications are typically cost sensitive with a strong 
incentive for being user friendly.  

 
2) Identification (“Is this person in the database?”): Given a biometric sample, 

identification determines if the input biometric sample is associated with any of a large 
number (e.g., millions) of enrolled identities. Typical identification applications include 
welfare-disbursement, national ID card, border control, voter ID card, driver’s license, 
criminal investigation, corpse identification, parenthood determination, missing 
children identification, etc. These identification applications require a large sustainable 
throughput with as little human supervision as possible.  

 
3) Screening (“Is this a wanted person?”): Screening applications determine whether 

a person belongs to a watch list of identities. Examples of screening applications could 
include airport security, security at public events and other surveillance applications. 
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The screening watch list consists of a moderate (e.g., a few hundred) number of 
identities. By their very nature, the screening applications : 1) do not have a 
well-defined “user” enrollment phase;  2) can expect only minimal control over their 
subjects and imaging conditions; 3) require large sustainable throughput with as little 
human supervision as possible. Screening cannot be accomplished without biometrics 
(e.g., by using token-based or knowledge-based identification). 

 
 

1.4 Biometric System Components 
 

A typical biometric system is comprised of five integrated components, as shown in Figure 
1.1 (ISO/IEC TR 24741) which illustrates the information flow within a general biometric 
system. A sensor (such as microphone, fingerprint scanner, digital camera, or computer 
keyboard) is used to collect the data and convert the information to a digital format. Signal 
processing algorithms extract distinctive features, perform quality control activities and 
develop the biometric template. A data storage component keeps information that new 
biometric templates will be compared with. A matching algorithm compares the new 
biometric template to one or more templates kept in data storage. Finally, a decision 
process (either automated or human-assisted) uses the results from the matching 
component to make a decision, based on a certain threshold value. 

 
 

 
 

Figure 1.1: Components of a general biometric system 
 
 

Almost all systems using biometrics require an initial enrolment stage and this enrolment 
stage will be supervised by an officer who has been trained in the utilization of biometric in 
a specific application. Depending on the biometric system, a person may need to present 
biometric data several times in order to enroll. The distinctive features of biometric data are 
located, encoded, and stored as a reference template for future comparisons. Biometric 
systems extract features, encode and store information in the template based on the 
system vendor’s proprietary algorithms. Tables 1.1 shows data types associated with each 
biometric technology. 
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Table 1.1: Data types and associated biometric technologies 
 

Technology Data type 

Finger / palm Fingerprint / palm print image 

Face Facial image 

Iris Iris image 

Voice Voice recording 

Hand geometry 3-D image of top and sides of hand 

Palm vein Vein image 

Signature Signature image and record of related dynamics measurements 
Keystroke Recording of characters typed and record of dynamics measurements 

 
 

Template size might vary, depending on the vendor and/or technology. Although 
templates can range from 9 to 20,000 bytes, most of the templates are smaller than 1,000 
bytes. Such small sizes allow for rapid comparison. Templates can be stored remotely in a 
central database or within a biometric reader device itself; their small size also allows for 
storage on smart cards or tokens. The quality of the template(s) is critical in the overall 
success of the biometric application. Many systems set a quality threshold to enforce a 
repeat enrolment should the images or processing fail to provide a sufficiently good 
template. As some biometric features can change over time, people may have to re-enroll 
to update their reference template. Some technologies can update the reference template 
during matching operations. 

 
The comparison of biometric templates to determine their degree of similarity or correlation 
is called matching. The process of matching biometric templates results in a score, which 
in most systems, is compared against a threshold. If the score exceeds the threshold, the 
result is a match (accept); if the score falls below the threshold, the result is a non-match 
(reject). The matching process involves the comparison of a test template, created when 
the user provides biometric data, with the enrollment template stored in a biometric system 
database. In verification systems, a test template is matched against a user’s enrollment 
template. In identification systems, the test template could be matched against hundreds, 
thousands, even millions of enrollment templates. 
 
 

1.5 Performance Evaluation 
 
The effectiveness of a biometric system is characterized by two error statistics: False 
Rejection Rates (FRRs) and False Acceptance Rates (FARs). For each FRR, there is a 
corresponding FAR. A false reject occurs when a system rejects a valid identity; a false 
accept occurs when a system incorrectly accepts an identity. If biometric systems are 
perfect, both error rates would be zero. However, all biometric technologies suffer FRRs 
and FARs that vary according to the individual technology and its stage of development. 

  
As biometric access control systems are not capable of verifying identities with 100%  
accuracy, trade-offs must be considered during the final step of the risk management 
process when deciding on the appropriate level of security to establish (Keith A. R. 2002). 
These trade-offs have to balance acceptable risk levels with the disadvantages of user 
inconvenience. The tighter the security required, the lower the tolerable FAR. 

 
Vendors of biometric systems are currently claiming that false accepts occur once out of 
every 100,000 attempted entries and that the FRR is about 2% to 3%. However, due to the 
fact that system thresholds are adjusted to accommodate different FARs, it is often difficult 
to measure and compare their effectiveness. Vendors also describe the accuracy of their 
systems in terms of an equal error rate, or the point where the FAR equals with the FRR. 
Another important performance measure of a biometric system is the failure-to-enroll 
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(FTE) rate. FTE represents the probability that a given user will be unable to enroll in a 
biometric system (Samir N. et al., 2002). This failure to enroll rate is an important limitation 
to the application of biometric systems, and vendors often pay less attention to this 
limitation. Examples of FTE are low quality fingerprints (scarred or faint), poor lighting 
(facial), background noise (voice) and inconsistent signatures or typing patterns. Should a 
person unable to enroll or operate a biometric method during normal operation, provision 
should be made for an alternative or fall-back system. 

 
With growing adoption of biometric systems by the global industries, there is increasing 
needs for high quality independent technical performance testing results. Biometric 
technical performance testing can be of three types: technology, scenario or operational 
evaluation. Each type of test requires a different protocol and produces different types of 
results (ISO/IEC 19795-1) (Phillips P.J. et al, 2000). 

 
Technology Evaluation. The goal of a technology evaluation is to compare competing 
algorithms from a single technology. Testing of all algorithms is carried out on a 
standardized database collected by a “universal” sensor. Nonetheless, performance 
against this database will depend upon both the environment and the population in which it 
is collected. Consequently, attempt might be done to create a database that is neither too 
difficult nor too easy, but is “just right” for the algorithms to be tested. Although sample or 
example of data may be distributed for developmental or tuning purposes prior to the test, 
the actual testing must be done on data which has not been previously seen by algorithm 
developers. Testing is carried out using offline processing of the data. As the database is 
fixed, the results of technology tests are repeatable. 

 
Scenario Evaluation. The goal of scenario testing is to determine the overall system 
performance in a prototype or simulated application. Testing is carried out on a complete 
system in an environment that models a real-world target application of interest. Each 
tested system will have its own acquisition sensor and might receive slightly different data. 
Consequently, care must be taken to ensure that data collection across all tested systems 
is in the same environment with the same population. Scenario testing might be a 
combination of offline and online comparisons depending upon the data storage 
capabilities of each device. Test results are repeatable if the modeled scenario could be 
controlled carefully. 

 
Operational Evaluation. The goal of operational testing is to determine the performance 
of a complete biometric system in a specific application environment with a specific target 
population. Offline testing might not be possible due to the data storage capabilities of the 
tested device. In general, operational test results will not be repeatable because of 
unknown and undocumented differences between operational environments. Further, 
“ground truth” (i.e. who was actually presenting a “good faith” biometric measure) will be 
difficult to ascertain. 

 
 
1.6 Types of Biometric Technologies 
 

There is no single best biometric technology which can serve all applications in every 
situation. The effectiveness of a biometric technology is dependent on various factors 
including location, security risks, task (identification or verification), size of users and other 
circumstances.  
 
Each biometric modality varies in the technology maturity with its own strengths and 
weaknesses that should be evaluated in relation to the application before implementation. 
The strengths and weaknesses of most biometrics are shown in Table 1.2, while Table 1.3 
(Anil K. et al., 2006) shows the comparison of the biometric technologies based on various 
aspects.   
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Table 1.2: Strengths and weaknesses of biometric systems 
 

Technology Strengths Weaknesses 

Fingerprint � Subjects have multiple fingers 
� Easy to use, with some training 
� Some systems require little 
space 

� Large amounts of existing data to 
allow background and/or 
watchlist checks 

� Has proven effective in many 
large scale systems over years of 
use 

� Fingerprints are unique to each 
finger of each individual and the 
ridge arrangement remains 
permanent during one's lifetime 

 

� Privacy concerns of criminal 
implications 

� Health or societal concerns 
with touching a sensor used by 
countless individuals 

� Collection of high quality 
nail-to-nail images requires 
training and skill, but current 
flat reader technology is very 
robust 

� An individual’s age and 
occupation may cause some 
sensors difficulty in capturing a 
complete and accurate 
fingerprint image 

Face � No contact required 
� Commonly available sensors 
(cameras) 

� Large amounts of existing data to 
allow background and/or 
watchlist checks 

� Easy for humans to verify results 

� Face can be obstructed by hair, 
glasses, hats, scarves,etc. 

� Sensitive to changes in lighting, 
expression, and pose 

� Faces change over time 
� Propensity for users to provide 
poor-quality video images yet 
to expect accurate results 

Iris � No contact required 
� Resistance to false matching 
� Protected internal organ; less 
prone to injury 

� Believed to be highly stable over 
lifetime 

� Difficult to capture for some 
individuals 

� Easily obscured by eyelashes, 
eyelids, lens and reflections 
from the cornea 

� Public myths and fears related 
to “scanning” the eye with a 
light source 

� Acquisition of an iris image 
requires more training and 
attentiveness than most 
biometrics 

� Lack of existing data deters 
ability to use for background or 
watchlist checks 

� Cannot be verified by a human 
Voice � Public acceptance 

� No contact required 
� Commonly available sensors 
(telephones, microphones) 

� Synergy with speech recognition 

� Difficult to control sensor and 
channel variances that 
significantly impact capabilities 

� Perception of low accuracy 
� Large template size 

Hand 

geometry 

� Easy to capture 
� Believed to be a highly stable 
pattern over the adult lifespan 

� Ability to operate in challenging 
environment 

 

� Use requires some training 
� Not sufficiently distinctive for 
identification over large 
databases 

� System requires a large 
amount of physical space 

� High price 
Signature 

 

� Resistant to impostors 
� Leveraging existing processes – 

� Inconsistent signatures lead to 
increased error rates 
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Signature supplement to the standard 
signing process 

� Perceived as non-invasive 
� Users can change signatures – 
other biometrics cannot be 
changed 

� Limited applications 
 

Keystroke � Leverages existing hardware 
� Leverages  common 
authentication process – in 
addition to password creation 

� Username and passwords can be 
changed 

� Retains many flaw of 
password-based system 
 

 

 
Table 1.3: Comparison of the biometric systems 

 

Technology 
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Fingerprint Medium High High Medium High Medium Medium 
Face High High Medium High Medium High High 
Iris High High High Medium High Low Low 
Voice Medium Low Low Medium Low High High 
Hand geometry Medium Medium Medium High Medium Medium Medium 
Signature Low Low Low High Low High High 
Keystroke Medium Low Low Medium Low High High 
 
Remarks: Universality (do all people have it?), distinctiveness (can people be distinguished based 
on an identifier?), permanence (how permanent are the identifiers?) and collectable (how well can 
the identifiers be captured and quantified?) are properties of biometric identifiers. Performance 
(matching speed and accuracy), acceptability (willingness of people to accept) and circumvention 
(foolproof) are attributes of biometric systems. 

 

 
 1.6.1 Fingerprint Recognition  

 
Fingerprint biometric is an automated digital version of the old ink-and-paper method used 
for more than a century ago for identification. It is one of the most well-known and 
publicized biometrics due to inherent ease in acquisition, numerous sources (ten fingers) 
available for collections and their widespread applications adopted by law enforcement 
and immigration. 
 
Fingerprint recognition technology uses the impressions made by the unique, minute, 
ridge formations or patterns found on the fingertips. Although fingerprint patterns may be 
similar, no two fingerprints have ever been found to contain identical individual ridge 
characteristics. Fingerprints of identical twins are different and so are the prints on each 
finger of the same person. These characteristics develop on normal hands and feet some 
months before birth and remain constant, except for accidental damage or until 
decomposition after death (Keith A. R. 2002). 
 
A fingerprint usually appears as a series of dark lines that represent the high, peaking 
portion of the friction ridge skin, while the valleys between these ridges appear as white 
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space are the low, shallow portion of the friction ridge skin. Fingerprint identification is 
based primarily on the minutiae, or the location and direction of the ridge endings and 
bifurcations (splits) along a ridge path. The minutiae are then extracted by the vendor’s 
particular algorithm to create a template. The figures below present examples of fingerprint 
features: (a) two types of minutiae and (b) examples of other detailed characteristics 
sometimes used during the automatic classification and minutiae extraction processes 
(NSTC). 

 
 

                        
 

Figure 1.2 (a) Minutiae             Figure 1.2 (b) Other fingerprint characteristics 
 
Automated Fingerprint Identification System (AFIS) technology exploits some of these 
fingerprint features. Friction ridges do not always flow continuously throughout a pattern 
and often result in specific characteristics such as ending ridges, dividing ridges and dots, 
or other information. An AFIS is designed to interpret the flow of the overall ridges to ssign 
a fingerprint classification and then extract the minutiae detail – a subset of the total 
amount of information available yet enough information to effectively search a large 
repository of fingerprints. Approximately 80% of vendors base their algorithms on the 
extraction of minutiae points relating to breaks in the ridges of the fingertips (US GAO, 
2002). Other algorithms are based on extracting ridge patterns. 
 
A variety types of sensor— optical, capacitive, ultrasound, and thermal — are used for 
collecting the digital image of a fingerprint surface. Optical sensors take an image of the 
fingerprint, and are the most common sensor today. The capacitive sensor determines 
each pixel value based on the capacitance measured, made possible because an area of 
air (valley) has significantly less capacitance than an area of finger (friction ridge skin). 
Other fingerprint sensors capture images by employing high frequency ultrasound or 
optical devices that use prisms to detect the change in light reflectance related to the 
fingerprint. Thermal scanners require a swipe of a finger across a surface to measure the 
difference in temperature over time to create a digital image. 
 
Fingerprints of about 2 % to 5 % of population cannot be captured due to buildup of dirt, dry 
or worn out as a result of aging, extensive manual labor, or exposure to corrosive 
chemicals. In addition, optical method of fingerprint scanning can be prone to errors if 
there is a buildup of dirt, grime, or oil on the surface of the device where the image is 
captured. 

 
 
 1.6.2 Facial recognition 

 
Humans recognize familiar faces with considerable ease, but they are not good at 
recognizing unfamiliar individuals. Since the 1960s, machine vision researchers have 
been developing automated methods for recognizing individuals via their facial 
characteristics. Multiple approaches have existed for several years using low resolution 
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2D images. Recent work in high resolution 2D and 3D shows the high potential to improve 
facial recognition accuracy. 
 
Facial recognition technology identifies people by analyzing features of the face.  The most 
popular approaches to facial recognition (Li and Jain, 2004) are based on either : 1) the 
location and shape of facial attributes, such as the eyes, eyebrows, nose, lips, and chin 
and their spatial relationships or 2) the overall (global) analysis of the face image that 
represents a face as a weighted combination of a number of canonical faces. The 
technology is typically used to compare a live facial scan to a stored template, but it can 
also be used in comparing static images such as digitized passport photographs. Facial 
recognition can be used in both verification and identification systems. In addition, 
because facial images can be captured from video cameras, facial recognition is the only 
biometric that can be used for surveillance purposes. 
 
The two primary algorithms used in facial recognition systems are based on the eigenface 
method and local feature analysis (LFA). In LFA, dozens of images from regions of the 
face are captured, resulting in feature-specific fields such as eyes, nose, mouth, and 
cheeks. These feature-specific fields are used as blocks of a topographical grid. The types 
of blocks and their positions are used to identify the face. Small shifts in a feature are 
anticipated to cause a related shift in an adjacent feature. 
 
Unlike local feature analysis, the eigenface method always looks at the face as a whole. A 
collection of face images is used to generate a set of two-dimensional, grayscale images 
to produce the biometric template (Figure 1.3). When a live image of a person’s face is 
introduced, the system represents the image as a combination of templates. This 
combination is compared to a set of stored templates in the system’s database, and the 
degree of variance determines whether or not a face is recognized. 

 
 

 
 

Figure 1.3: Eigenfaces 
 
 
The effectiveness of facial recognition technology is heavily influenced by environmental 
factors, especially lighting conditions. Variations in camera performance, face position, 
facial expression, and facial features (e.g., hairstyle, eyeglasses, and beards) further 
affect the performance. As a result, current facial recognition technology is most effective 
when used in consistent lighting conditions with cooperative subjects in a mug-shot-like 
position (where hats and sunglasses are removed and individuals look directly at the 
camera one at a time). Whether used for verification or identification purposes, the stored 
image templates must be kept updated since appearances are naturally altered by 
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age.  When used in a verification system for access control, facial recognition technology 
is typically considered by users to be less intrusive than fingerprint readers, iris scanners, 
and other biometric technologies. It can recognize people at a distance and does not 
require users to pause and interact with the equipment. However, some users are 
concerned that when this technology is used as a surveillance tool, they can be tracked 
without prior consent. 

 
The technology will be greatly enhanced by implementing 3D facial recognition technology. 
Many of 2D facial recognition shortcomings can be solved to a certain extent. Moreover, 
3D models contain more information which makes distinction between various individuals 
larger. There is also technology available to integrate 2D and 3D face technologies. 

 
 
 1.6.3 Iris Recognition  
 

The iris is a muscle within the eye which regulates the size of the pupil, controlling the 
amount of light entering the eye. It is the colored portion of the eye with coloring based on 
the amount of melatonin pigment within the muscle (refer Figure 1.4). Although the 
coloration and structure of the iris is genetically linked, the details of the patterns are not.  
The iris remains constant over a person’s lifetime. Even medical procedures such as 
refractive surgery, cataract surgery, and cornea transplants do not change the iris’s 
characteristics. 

 
 

 
 

Figure 1.4: Iris 
 
  

The iris has more numerous and dense forms of variability than other biometrics. Whereas 
traditional biometrics have only 13 to 60 distinct characteristics, the iris have 266 unique 
spots, and iris recognition technology uses up to 173 of these features. The primary visible 
characteristic of the iris is the trabecular meshwork, tissue which gives the appearance of 
dividing the iris radially. Other features include striations, rings, furrows, a corona, and 
freckles. Besides the iris’ distinctive characteristics, its patterns also differ substantially 
from person to person. A person’s left and right eyes have different iris patterns, and the 
irises of identical twins have almost no statistical similarity. It has been postulated that the 
probability of two persons having the same iris pattern is 1 in 7 billion (US GAO, 2002). 

 
An iris recognition system uses a small high-quality camera to capture a black-and-white, 
high-resolution picture of the iris. The technology relies on infrared imaging, using 
wavelengths from 700 to 900 nanometers which is not harmful to human (Samir N. et al., 
2002). Physical access control applications require a person to stand within 3 to 10 inches 
from the camera and center the iris in a mirror within an area of 1 inch square directly in 
front of the camera, as shown in Figure 1.5. Systems using desktop cameras to control 
logical access to computers and networks require a distance of about 18 inches to capture 
the iris image (Figure 1.5). Personal identification systems, such as those at airport kiosks 
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in trusted traveler applications, allow users to stand as far as 3 feet away. 
   
 

    
(Source: Panasonic Digital Communications & Security Co.)   

 
Figure 1.5: Iris recognition physical access system and desktop camera 

 
 

Contact lenses, even colored ones, normally do not interfere with the process. Iris 
recognition can even be used to verify the identity of blind people as long as one of their 
sightless eyes has an iris. Unusual lighting situations, glare and reflections may affect the 
ability of the camera to capture the subject.   

 
Iris recognition technology requires no body contact compared to fingerprint or hand 
geometry recognition. Although iris recognition uses active infrared illumination in the 700 
to 900 nanometer wavelength range, it has none of the inherent risks associated with 
lasers. Some people resist iris imaging technologies due to the wrong assumption that the 
imaging of their irises will reveal their medical data such as heart disease, diabetes and 
high blood pressure.  

 
 
 1.6.4 Hand Geometry  
 

Hand geometry recognition is the longest implemented biometric type, debuting in the 
market in the late 1980s. Hand geometry systems are generally perceived as non-intrusive, 
non-threatening, and non-invasive. Therefore, they are widely implemented for their ease 
of use, public acceptance and integration capabilities.  
 
Hand geometry systems use a camera to capture a silhouette image of the hand as shown 
in Figure 1.6 (GlobalSecurity.org, 2005). The devices use a simple concept of measuring 
and recording the length, width, thickness, and surface area of an individual’s hand while 
guided on a plate (Figure 1.7). The hand of the subject is placed on the plate, palm down 
and guided by five pegs that sense the hand which is in place.  
 
The image captures both the top surface of the hand and a side image that is captured 
using an angled mirror. Upon capture of the silhouette image, 31,000 points are analyzed 
and 90 measurements are taken; the measurements range from the length of the fingers, 
to the distance between knuckles, to the height or thickness of the hand and fingers. This 
information is stored in nine bytes of data which is an extremely low number compared to 
the storage needs of other biometric systems. 
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Figure 1.6: Silhouette of hand image 
 
 

 
 

 Figure 1.7: Hand geometry recognition system 
 

 
Hand geometry disregards fingernails and surface details such as fingerprints, lines, scars, 
and dirt. Except for jewelry, arthritis, water retention, and swelling from pregnancy or hand 
injury, the hand is not susceptible to major changes that would affect the technology’s 
accuracy.  
 
However, hand geometry characteristic is not highly unique which limits the applications of 
the hand geometry system to verification tasks only. Some people are uncomfortable 
touching a device that many people have previously touched. 

 
 

1.6.5 Voice Verification 
 

Voice verification is a biometric modality that uses an individual’s voice verification 
purposes.  The voice verification process relies on features influenced by both the 
biological structure of an individual’s vocal tract and the behavioral characteristics of the 
individual. With voice technology using speech recognition and voice verification, it is 
possible to create interactions with the user to increase the accuracy and reliability of 
positively identifying the user while enabling them to navigate helpdesk and other activities 
without human intervention. 

 
Voice verification is a popular choice for remote authentication due to the availability of 
devices for collecting speech samples (e.g., telephone network and computer 
microphones) and its ease of integration. The technology is being used at banks and with 
insurance companies to verify identity when making telephone transactions and 
performing account maintenance. It is also being used extensively in many markets to 
reset passwords in corporate networks, thus reducing costs.  In forensic science, voice 
analysis technology is becoming available to determine the truthfulness of responses a 
witness gives as part of an investigation. This technology is maturing to be combined with 
other technology such as video surveillance to be used in preventing abnormal behaviors 
in public areas (European Biometrics Portal, 2007). 

 
The physiological component of voice recognition is related to the physical shape of an 
individual’s vocal tract, which consists of an airway and the soft tissue cavities from which 
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vocal sounds originate. To produce speech, these components work in combination with 
the physical movement of the jaw, tongue, and larynx and resonances in the nasal 
passages. The acoustic patterns of speech come from the physical characteristics of the 
airways. Motion of the mouth and pronunciations are the behavioral components of this 
biometric. The voice verification system analyzes the frequency content of the speech and 
compares characteristics such as the quality, duration, intensity dynamics, and pitch of the 
signal. 

  
There are two forms of voice verification: text dependent (constrained mode) and text 
independent (unconstrained mode). In a system using “text dependent” speech, the 
individual presents either a fixed (password) or prompted (“Please say the numbers 
‘33-54-63’ ”) phrase that is programmed into the system and can improve performance 
especially with cooperative users. A “text independent” system has no advance knowledge 
of the presenter's phrasing and is much more flexible in situations where the individual 
submitting the sample may be unaware of the collection or unwilling to cooperate, which 
presents a more difficult challenge. 

  
During enrollment phase, the voice sample is converted from an analog format to a digital 
format; the features of the individual’s voice are extracted, and then a model is created. 
Most text dependent speaker verification systems use the concept of Hidden Markov 
Models (HMMs), random based models that provide a statistical representation of the 
sounds produced by the individual. The HMM represents the underlying variations and 
temporal changes over time found in the speech states using the quality/duration/intensity 
dynamics/pitch characteristics mentioned above. Another method is the Gaussian Mixture 
Model (GMM), a state-mapping model closely related to HMM, that is often used for 
unconstrained text independent applications. 

  
Although voice verification can be used for physical access control, it is often used in 
environments in which voice is the only available biometric identifier, such as telephony 
and call centers. Performance increases with higher-quality input devices. The enrollment 
procedure takes less than 30 seconds. The typical verification time is 4 to 6 seconds. 
Factors which can affect performances include different enrollment, verification, quality 
and poor placement of capture devices and environmental interference such as changes 
in a person’s voice, speaking softly or background noise.  
 
Voice verification systems have a high user acceptance rate because they are perceived 
as less intrusive than other biometric devices and they are also the easiest to use. 

 
 
 1.6.6 Signature Recognition 
 

The way a person signs his or her name is known to be a characteristic of that individual 
(Nalwa 1997). Although signatures require contact with the writing instrument and an effort 
on the part of the user; they are accepted in government, legal, and commercial 
transactions as a method of authentication. 

 
Signatures are behavioral biometrics which change over a period of time and are 
influenced by physical and emotional conditions of the signatories. Signatures of some 
people vary substantially; even successive impressions of their signature are significantly 
different. Further, professional forgers may be able to reproduce signatures to fool the 
system. 

 
Signature recognition uses multiple characteristics in the analysis of an individual’s 
handwriting. These characteristics vary in applications and importance from vendor to 
vendor and are collected using contact sensitive technologies, such as PDAs or digitizing 
tablets. Most of the features used are dynamic characteristics rather than static and 
geometric characteristics, although some vendors also include these characteristics in 



© MIMOS Berhad, 2008 19 

their analyses. Common dynamic characteristics include the velocity, acceleration, timing, 
pressure, and direction of the signature strokes, all analyzed in the X, Y, and Z directions 
(Figure 1.8). Some dynamic signature recognition algorithms incorporate a learning 
function to account for the natural changes or drifts that occur in an individual’s signature 
over time.  

  
Dynamic signature verification is a biometric that can be easily integrated into existing 
systems because of the availability and prevalence of signature digitizers and the public's 
acceptance of the characteristic collection. The typical verification time is from 4 to 6 
seconds. Several performance factors may impede signature verification which include: 
signing too quickly, erratic signature, a signature that is particularly susceptible to 
emotional and health changes and different signing positions. Enrollment usually requires 
several consistent captures. The system is easy to use, non-intrusive and requires no staff 
or customer training or any alteration in signing modes or habits. Because dynamic 
signature verification closely resembles the traditional signature process, it has minimal 
user acceptance issues. 

 

    
 

 
 
 

Figure 1.8: Various measurements are processed for signature comparison 
 

 
 1.6.7 Keystroke Recognition  
 

Keystroke dynamics is a behavioral biometric based on the hypothesis that each person 
types on a keyboard in a characteristic way (Monrose and Rubin, 1997). It utilizes a 
person’s distinctive typing patterns for verification. These behavioral characteristics are 
somewhat distinctive, difficult to observe and are present for any individual capable of 
pressing keys on a keyboard. 
 
Keystroke recognition is a pure software solution, leveraging on keyboards to enable 
biometric measurement and authentication. The system measures variables such as the 
length of time a sure holds down each key and the time elapsed between keystrokes. The 
biometric match occurs before the password is transmitted to the existing application. If a 
user matches successfully, the password is transmitted as normal. If a user does not 
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match, he is prompted to reenter the username/password combination, or the PC may be 
locked while an administrator is notified (Samir et al., 2002). 

 
Keystroke recognition enrollment and verification are text-dependent – the user must 
choose a specific word or phrase (username and password). In order to collect sufficient 
data, both the username and password should be at least eight characters long. Users are 
required to type their username and password approximately 15 times. This enrollment 
can take place in one sitting or it can occur over multiple days with sequential logins, 
depending on whether convenience or security is an institution’s first priority. 

 
Unlike other biometrics, user can change their password anytime they like, preventing the 
likelihood that the biometric data can be stolen. Keystroke recognition is unlikely to evoke 
the privacy concerns or perceive as invasive compared with other biological biometrics.  
 
However, for some individuals, one may expect to observe large variations in typical typing 
patterns and the keystrokes of a person using a system could be monitored unobtrusively 
as that person is keying in information. 
 
 
1.6.8 Palm Recognition 

 
Palm print recognition inherently implements many of the same matching characteristics 
as the fingerprint recognition (NSTC). Both palm and finger biometrics are represented by 
the information presented in a friction ridge impression. This information combines ridge 
flow, ridge characteristics, and ridge structure of the raised portion of the epidermis. 
Because fingerprints and palms have both uniqueness and permanence, they have been 
used for over a century as a trusted form of identification. However, palm recognition has 
been slower in becoming automated due to some restraints in computing capabilities and 
live-scan technologies. Figure 1.9 presents a pictorial representation of the regions of the 
palm. 

 

 
 

Figure 1.9: Palm print 
 
Like fingerprints, the three main categories of palm matching techniques are 
minutiae-based matching, correlation-based matching, and ridge-based matching. 
Minutiae-based matching, the most widely used technique, relies on the minutiae point, 
specifically the location, direction, and orientation of each point. Correlation-based 
matching involves simply lining up the palm images and subtracting them to determine if 
the ridges in the two palm images correspond. Ridge-based matching uses ridge pattern 
landmark features such as sweat pores, spatial attributes, and geometric characteristics of 
the ridges, and/or local texture analysis, all of which are alternates to minutiae 
characteristic extraction. This method is a faster method of matching and overcomes some 
of the difficulties associated with extracting minutiae from poor quality images. 
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The advantages and disadvantages of each approach vary based on the algorithm used 
and the sensor implemented. Minutiae-based matching typically attains higher recognition 
accuracy, although it performs poorly with low quality images and does not take advantage 
of textural or visual features of the palm. Processing using minutiae-based techniques may 
also be time consuming because of the time associated with minutiae extraction. 
Correlation-based matching is often quicker to process but is less tolerant to elastic, 
rotational, and translational variances and noise within the image. Some ridge-based 
matching characteristics are unstable or require a high-resolution sensor to obtain quality 
images. The distinctiveness of the ridge-based characteristics is significantly lower than 
the minutiae characteristics. 

 
A variety of sensor types — capacitive, optical, ultrasound, and thermal — can be used for 
collecting the digital image of a palm surface. Challenges for sensors attempting to attain 
high resolution palm images are still being dealt with today. 

  
 

1.6.9 Vein/vascular Recognition 
 

Vein recognition, is a fairly new biometric in terms of installed systems. Using near-infrared 
light, reflected or transmitted images of blood vessels of a hand or finger are derived and 
used for personal recognition. Different vendors use different parts of the hand, palms, or 
fingers, but rely on a similar methodology. Researchers have determined that the vascular 
pattern of the human body is unique to a specific individual and does not change as people 
age. It is difficult to forge (difficult to recreate because they are inside the hand), 
contact-less and suitable for identification and verification matching. Vein patterns which 
are developed before birth are distinctive between twins and even between a person’s left 
and right hand. Vein recognition systems from Hitachi, Bionics, Fujitsu and others are 
taking off and installed in many places. 

 
A blood vein pattern is captured by a high resolution infrared Charged-Coupled Device 
(CCD) camera module. Near-infrared rays generated from a bank of light emitting diodes 
(LEDs) penetrate the skin of the back of the hand or finger (Figure 1.10). Due to the 
difference in absorbance of blood vessels and other tissues, the reflected near-infrared 
rays produce an image. The image is digitized and further processed by image processing 
techniques producing the extracted vascular pattern. From the extracted vascular pattern, 
various feature data such as vessel branching points, vessel thickness, and branching 
angles are extracted and stored as the template. 

 
 

 
  

Figure 1.10:  Transmittance Images of a hand and transmittance imaging 
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 1.6.10 Biometrics Technologies under Development Stage 
 

There are many other biometric technologies which are currently under research and 
development at different stage of technology maturity. Most of them are listed below: 

 
Facial thermography recognition. The system detects heat patterns generated by the 
branching of blood vessels and emitted from the skin. These patterns, called thermograms, 
are highly distinctive. Even identical twins have different thermograms. Developed in the 
mid-1990s, thermography works much like facial recognition, except that an infrared 
camera is used to capture the images. Unlike visible light systems, infrared systems work 
accurately even in dim light or total darkness. Although identification systems using facial 
thermograms were launched in 1997, this market was hampered by the high 
manufacturing cost. 

 
DNA recognition. It is considered to be the “ultimate” biometric technology which 
produces proof-positive identification of a person, except in the case of identical twins. 
However, DNA differs from standard biometrics in several ways. It compares actual 
samples rather than templates generated from samples. DNA test usually takes 4-5 hours; 
therefore, the comparison cannot be made real time yet. DNA recognition is perceived as 
intrusive and it is currently used in forensic applications and criminal investigations.  
 
Gait recognition. The system recognizes individuals by their distinctive walk by capturing 
a sequence of images to derive and analyze motion characteristics. A person’s gait can be 
hard to disguise because a person’s musculature essentially limits the variation of motion, 
and measuring it requires no contact with the person. However, gait can be obscured or 
disguised if the individual, for example, is wearing loose fitting clothes. This technology is 
of interest to identify people at a distance up to 500 feet in all weather conditions and day 
or night; which is beyond the working distance of facial recognition biometrics. 
 
Odor recognition. Researchers are investigating a biometric technology that can 
distinguish and measure body odor. This technology would use an odor-sensing 
instrument (an electronic “nose”) to capture the volatile chemicals that skin pores all over 
the body emit to make up a person’s smell. Although distinguishing one person from 
another by odor may eventually be feasible, the fact that personal habits such as the use of 
deodorants and perfumes, diet, and medication influence human body odor renders the 
complexity of development of this technology. 

 
Nail-bed recognition. The technology is based on the distinct longitudinal, 
tongue-in-groove spatial arrangement of the epidermal structure directly beneath the 
fingernail. This structure is mimicked in the ridges on the outer surface of the nail. When an 
interferometer is used to detect phase changes in back-scattered light shone on the 
fingernail, the distinct dimensions of the nail-bed can be reconstructed and a 
one-dimensional map can be generated. 

 
Skin reflectivity. Based on the method of characterizing the reflectivity, absorbance and 
scattering of light from the skin of individuals, as a function of wavelength of incident light 
and the distance between the light source and the skin surface. A related technique is 
based upon the scattering of light from the nail bed under the fingernails. Spectrometry of 
the light absorbed by blood and scattered by skin is claimed to offer a way of distinguishing 
individuals. 

 
Ear shape recognition. The technology is still under research and development stage. It 
is based on the distinctive shape of each person’s ears and the structure of the largely 
cartilaginous, projecting portion of the outer ear. Although ear biometrics appears to be 
promising, no commercial systems are available up to date. 
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Lip movement recognition. This biometric could be an adjunct to either facial recognition 
or voice verification systems, with the aim of improving the performance of either of these 
two methods.  

 
 

 1.6.11 Multimodal Biometrics 
 

Single biometric technology/system may not always be able to meet market performance 
requirements. Currently, the development of systems that integrate two or more biometrics 
is emerging as a trend. These integrated systems are also able to meet the stringent 
performance requirements imposed by various applications (Hong et al., 1999). 
Multimodal biometric systems can address the problem of non-universality, since multiple 
traits ensure sufficient population coverage. Furthermore, multimodal biometric systems 
could provide anti-spoofing measures by making it difficult for an intruder to 
simultaneously spoof the multiple biometric traits of a legitimate user. By asking the user to 
present a random subset of biometric traits (e.g., right index and right middle fingers in that 
order), the system ensures that a “live” user is indeed present at the point of data 
acquisition. 

 
Multimodal biometrics could be two types of biometrics, such as combining facial with iris 
recognition. Multiple biometrics could also involve multiple instances of a single biometric, 
such as 1, 2, or 10 fingerprints, 2 hands, and 2 eyes. A commercially available system, 
BioID by HumanScan combines face, lip movement, and speaker recognition to control 
access to physical structures and small office computer networks (Figure 1.11). 
Depending on the applications, both systems can operate for either as verification or 
identification system. Experimental results have demonstrated that the identities 
established by systems that use more than one biometric could be more reliable, be 
applied to large target populations, and improve response time. 
 

 
 

 
 

Figure 1.11:  Multimodal biometrics 
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There are four ways of fusing all biometric data as shown in Figure 1.12 (a) to (d), which 
involve fusion at the feature extraction level (creating a complex template that represents 
the individuality of the person in the aggregation of data from the respective biometric 
systems), fusion at the matching score level (bringing together the match scores from each 
of the biometric technologies), fusion at the decision level (involving a voting scheme to 
determine the outcome of independently derived pass/fail decisions from the individual 
biometric technology) and fusion at the sample level (fusing and collecting individual 
biometric samples into a single sample) (ISO/IEC TR 24722, 2007). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Mere usage of multiple biometrics does not necessarily guarantee better system 
performance. A poorly designed multi-biometric system can result in deterioration in 
performance of the individual modalities, increase the cost of the system and increase 
inconvenience to users/administrators (e.g., complex enrollment procedures). 

 

 

 
Figure 1.12 (a): Decision-level fusion 

 

 

 

Figure 1.12 (b): Score-level fusion 
 

 
 

Figure 1.12 (c): Feature-level fusion 

 
 

Figure 1.12 (d): Sample-level fusion 
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CHAPTER 2 
 

GLOBAL BIOMETRICS OVERVIEW 
 

 
2.1 Introduction 
 

Biometrics market is surging ahead and growing rapidly as of result of development of 
superior innovative technologies. Biometrics is the emerging technology that promises to 
provide solutions to key challenges posed by real-world enterprise, such as identity theft, 
alleviating security breaches and law legislative issues. Enterprise networking, healthcare, 
law, military, banking, retails, government sectors are starting to benefit from these 
technologies. 
 
MicroScope (2004) commented that “Biometrics is the first killer application since 
computer firewalls” and the market is set to explode. A worldwide research conducted by 
TechCast LLC forecasted that that biometrics will be one of the main breakthrough 
technologies in information technology with more than 70% of confidence level (Figure 
2.1). They forecasted that most of the security systems will primarily use biometrics by 
2012 ± 2 years. 

 

 
(Source: Techcast's Latest Strategic Analyses)      

 
Figure 2.1: Techcast's latest strategic analyses on information technology 

 
Remarks: This research was conducted from a pool of 100 high-tech executives, scientists, 
engineers, academics, consultants, futurists and other leading experts around the world. 

 
 

A convergence of factors including demands for e-Government services, ubiquitous 
reliance on digital transactions, population mobility and workforce decentralization, 
inevitability of broadband access everywhere will require a high level of authentication 
which could only be available by using biometrics (Acuity Market Intelligence, 2007). 
 
The entry of sophisticated, well funded market players with technological capabilities could 
provide the requisite knowledge to reduce the prices of biometric systems for the industry 
to experience sustained growth. Contactless, user acquiring biometrics will become a 
preferred method of authentication for two primary reasons. Capture technology will 
become increasingly more sophisticated operating accurately regardless of environmental 
conditions. Biometric authentication that does not require the user to “do anything” e.g.  
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position themselves in relation to or have physical contact with a reader, will prove to be 
safer (no transmission of germs) and more convenient for users. Industries also witnesses 
emergence of new technologies such as 3D modeling and optical scanners or integration 
of two or more biometrics to provide enhanced security to reduce error rates.  
 

 

2.2 Global Biometrics Market 
 

World market for biometrics is estimated at US$4.1 billion for 2008 as compared to US$3.2 
billion in 2007. The market is projected to reach US$6.5 billion by 2010, registering a 
Compound Annual Growth Rate (CAGR) of 33.1% over the period 2000-2010. Acuity 
Market Intelligence (2007) also reported that the biometrics market is poised for sustained 
growth through 2020 approaching revenues of USD$10 billion annually. 
 
Fingerprint recognition is the most widely used biometrics, recording a CAGR of 60.86% 
over the period 2000 – 2010 will continue to be the main revenue contributor from 2008 to 
2012. The main reasons for growth are contributed by decrease in the price of fingerprint 
sensors, making them more affordable for mass production and security compulsions of 
government and law enforcement agencies worldwide.  
 
Facial recognition is the second biggest market after fingerprint recognition, recording a 
projected CAGR of 53.72% over the period 2000-2010, to reach US$ 1.3 billion by 2010 
(Table 2.1).  
 

Table 2.1: Global Biometrics Market by Technology 
 

Biometric Technologies 
2008  

(US$ million) 
 2010  

(US$ million) 
CAGR (%)  

Over 2000-2010 

AFIS 987.20 1143.20 16.55% 

Non-AFIS/Finger Scan 1500.00 2500.00 44.31% 

Iris/Retina 337.80 547.10 46.95% 

Facial 751.35 1321.30 53.72% 

Hand Geometry  156.85 240.00 31.47% 

Dynamic Signature Verification  107.90 185.40 48.12% 

Voice  277.20 451.30 46.63% 

Keystroke Analysis/ Dynamics  51.20 80.00 43.74% 

      
(Source: Global Strategic Business Report, 2008) 

 
 
Acuity Market Intelligence (2007) forecasted that the overall market dominance will shift 
from Europe and the USA (and the greater North America region) to Asia (and the greater 
Asia Pacific region). By 2014, the Asia Pacific Region will generate the greatest revenues 
for the biometrics industry.  
 

 
2.3 Major players – US and Europe 

 
North America and Europe are currently leading the biometric markets due to higher user 
acceptance, increase security measures at border control crossings against terrorist 
threats and the introduction of biometric e-passport projects (Figure 2.2). 
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The healthcare industry in the USA may employ biometric technologies to comply with 
Health Insurance Portability and Accountability Act's (HIPAA) regulations and the banks to 

comply with Federal Financial Institutions Examination Council (FFIEC) regulations. 
The law enforcement bodies eagerly await the arrival of automated DNA identification 
solutions, as the market for automated criminal identification systems has reached 
maturity.  
 
Increasing biometric activities in European countries are primarily to comply with 
Enhanced Border Security and Visa Entry Reform Act of the US. The US has made it 
compulsory for Visa Waiver Program countries to comply with recommendations of 
International Civil Aviation Organization (ICAO) to use contactless smart cards with 
biometrics for passports and other secure documents.  
 
Table 2.2 shows the leading companies in biometric industries (US GAO). Growth in Asia 
region would result from technologically developed countries such as South Korea and 
Japan and growing countries such as China and India (Figure 2.2). 

 
 

Table 2.2: Leading biometric companies 
 

Technology Vendors 

Fingerprint 
recognition 

Fingerprint recognition technology companies number more than 75. 
There are more fingerprint recognition vendors than for all other biometrics 
combined. 
Leading companies (optical scanner) : SAGEM Morpho Inc., Cogent 
System Inc., Identix Inc., SecuGen Corp., Sony Corp., Biometric Access 
Corp. 
Silicon scanner : Infineon Technologies AG, Siemens AG, Veridicom Inc., 
AuthenTec Inc., Bioscrypt Inc.  

Facial 
recognition 

The leading algorithms are licensed by Identix Inc. (which merged with 
Visionics in June 2002) and Viisage Technology. Identix uses local feature 
analysis; Viisage’s algorithm is based on the eigenface method. Other 
companies are Cognitec, ZN Vision (Germany) and Imagis (Canada). 

Iris 
recognition 

Iridian Technologies Inc. is the sole owner and developer of iris recognition 
technology. Iridian markets applications through hardware manufacturers 
and systems integrators, including Argus Solutions, EyeTicket Corp., IBM, 
Joh. Enschede Security Solutions, LG Electronics, NEC Singapore, Oki 
Electric Industry Co., Panasonic, SAFLINK Corp., Siemens AG, Titan 
Corp., and Unisys. 

Hand 
geometry 

Recognition Systems Inc. (RSI) dominates the market in hand geometry 
technology. Its systems are used in nearly every current implementation. 
Companies that integrate hand geometry technologies include Electronic 
Data Systems Corp. and ADT. However, Dermalog, a German company, 
is developing an alternative technology that uses a pegless device. Biomet 
Partners, a Swiss company, sells a finger geometry device that operates 
on the same basic principles as the RSI hand geometry devices. 

Voice 
verification 

According to a 2001 report published by Gartner Group, Inc., the leading 
vendors are Buytel, T-NETIX Inc., Veritel Corporation, Nuance and 
VeriVoice Inc. 

Signature 
recognition 

The leading vendors are Communication Intelligence Corporation (CIC) 
and Cyber-SIGN Inc. Additional vendors include Hesy, WonderNet, and 
ScanSoft. 

Keystroke BioNet Systems 
Vascular Fujitsu, Hitachi 
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                                                                 (Source: Global Strategic Business Report, 2008) 

 
Figure 2.2: World 10-Year Perspective for Biometrics by Geographic Region/Country (% 
Breakdown) 
 
Remarks: Dollar Sales for US, Canada, Japan, Europe, Asia-Pacific (excluding Japan), Middle     
East and Latin America Markets for Years 2003, 2008 & 2012 

 
 
2.4 Asia Regions 

 
The advancement of biometrics technology in US and Europe is catching up by Asian 
giants, mainly by Japan, China and Korea. This can be observed through expansion of 
their products, services and market segments which complied with the standards. The 
Asian market today is moving towards multifactor authentication through automatic 
identification capture devices. 
 
As reported in Global Watch Mission Report (November 2003) by the UK government 
Department of Trade and Industry, the overall budget set aside for R&D in biometrics were 
seen to be far higher in Japan than UK. It was noticeable on how this budget was 
apportioned between internal company spending and government-supported academic 
efforts. The size of biometrics market in Japan has grown from US$69 million in 2003 to 
US$ 257.3 million in 2007 and is predicted to be around US$ 485.3 million by 2010.  
 
In Japan, the key industry players are Hitachi Ltd, Panasonic, Fujitsu Ltd, Animo Ltd, NEC 
and Toshiba Corp. The biometrics technologies developed by them are fingerprint (all), 
Facial recognition (Hitachi, Panasonic, NEC, Fujitsu, Toshiba), finger vein (Hitachi), palm 
vein (Fujitsu), iris recognition (Panasonic) and speaker verification (Fujitsu, Animo). The 
iris and facial recognition technology is already deployed in Narita Airport, Tokyo’s largest 
airport with the implementation of eAirport, e-checkin and e-ticket (Figure 2.6). 
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                                                     (Source: Global Strategic Business Report, 2008) 

 
Figure 2.3: Asia Pacific 10-Year Perspective for Biometrics by Technology (% Breakdown) 
for Years 2003, 2008 & 2012.  

 
 

 
                                                                 (Source: Global Strategic Business Report, 2008) 

 
Figure 2.4: Japanese 10-Year Perspective for Biometrics by Technology (% Breakdown) 
for Years 2003, 2008 & 2012.  
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(Source: Global Strategic Business Report, 2008) 

 
Figure 2.5: Japanese Recent Past, Current & Future Analysis for Biometrics by 
Technology (Annual Sales in US$ Thousand for Years 2000 through 2010). 
 

 

 

 

 

 

 

 

 
 

Figure 2.6: eAirport system in Narita Airport, Tokyo uses iris and facial recognition 
 

 
Introduction of biometrics has ushered in a new era in the financial services sector. Few 
Asian banks in India, China, Korea have started implementing biometric systems for 
security purposes for employee access and internal use by the organization. Biometrics is 
expected to make deeper inroads in Asia-Pacific following introduction of the technology in 
ATMs and self-service kiosks. Customer level implementation faces major deterrent due to 
the high investment, lack of due standardization in biometric authentication products, and 
enhance the customer-friendliness and interoperability of biometric products in the current 
banking environment. 
 
 

2.5 Middle East 
 

Growth in the Middle East region is driven by introduction of novel technologies for 
identification and verification of individuals at enterprise, government sites, border access 
points, new airport projects and government support. Growth is especially high in these 
regions due to The UAE government also sanctioned a US$53 million deal for designing 
an ePassport. Primary momentum in Middle East is execution of facial recognition 
technology. 
 

 
2.6 Market Sectors 

 
Market drivers and applications of biometric technologies can be classified into five major 
sectors, namely: government sector, financial sector, healthcare sector, travel and 
immigration sector, private sector/consumer markets (Samir et al., 2002). The 3 largest 
end-users of biometrics are Government/Civil, access control/time attendance and 
financial sectors.  

 
Biometrics is expected to receive a market boost from computer/network security 
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applications. This market segment is expected to register the fastest compounded annual 
growth rate of 54.98% over the period 2000-2010, to reach US$380 million by 2010, from 
US$216 million estimated for 2008. 
 

 
                                                                              (Source: Global Strategic Business Report, 2008) 

 
Figure 2.7: World 10-Year Perspective for Biometrics by Market Segments (% Breakdown) 
for Years 2003, 2008 & 2012 
 
 
In Asia Pacific regions, 60 % of biometric technology is used for time and attendance in 
corporate, security and corporate sectors while 30% of biometric technology is used for 
access control in banking, corporate, security and healthcare sectors.  
 

 

 
 

Figure 2.8: Biometrics Market: Applications Distribution of Biometrics (Asia Pacific), 2006 
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2.6.1 Government Sector 
 
Government Sector and law enforcements represent the key end-user segments of 
biometric technologies. Application of biometrics worldwide is likely to increase in the area 
of Citizen ID programs of the government sector. Therefore, the broad range of 
interactions between individuals and governments, as well as the need for strong 
authentication in many of these interactions are the primary drivers of the use of biometrics 
in the government sector.   
 
Biometric applications in government sector can be classified broadly into: 
 
• Fundamental identification applications such as national ID, student ID, passports, 

visas, travel documents 
• Law enforcement or Defense/military applications such as criminal and forensic 

investigations, Cross-border control, security surveillance, illegal immigrants, 
immigration services 

• Physical access control/Time and attendance such as physical access in buildings 
• Access to secure networks such as e-voting, e-government portals, signing in to 

government secured networks/PCs. 
 

 
2.6.2 Financial Sector  

 
Banking and financial services represent enormous growth areas for biometric technology, 
primarily to fight fraud, with many deployments currently functioning and pilot projects 
announced frequently. The varied authentication requirements of financial institutions 
create opportunities for diverse implementations for both customer-facing and 
employee-facing authentication. Biometrics will not only secure and improve existing 
services but may enable new, high-value remote services that would not otherwise be 
possible. Internet-based account access is expected to grow into a customer biometric 
application. PC devices equipped with fingerprint reader are available today.  

 
Biometric applications in financial sector can be classified broadly into: 
 
• Online banking / account access such as opening and accessing accounts, 

e-transactions, e-payments and Interbank transfers, E-commerce 
• Point of sale / customer services such as Telephony transactions, customer kiosk, 

Credit and debit cards. 
• Access to networks / web applications such as access to secured networks/PCs. 
• Physical access control/Time and attendance such as physical access in banks. 
• User authentication to networks such as personal Information/ databases protection & 

integrity 
 
 
2.6.3 Healthcare and Biotechnology Sector 

 
Legislative requirements, a heightened awareness of patient privacy, and the increased 
availability of personal medical information online are expected to drive biometric 
revenues in this sector. Areas of increased biometric revenue generation in healthcare will 
include protection of patient data on internal networks, customer-facing applications, and 
development of biometric software specifically for the healthcare market.  
 
Government regulations such as HIPPA in the United States are also expected to 
accelerate adoption of the technology by healthcare institutions. Biometrics demand in 
healthcare industry is estimated at US$366.2 million for 2008. Registering a CAGR of  
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about 53.59% over the period 2000-2010, the market is expected to reach US$639.4 
million by 2010. Biometric applications in healthcare and biotechnology sector can be 
classified broadly into: 
 
• Physical access control/Time and attendance such as physical security of hospitals. 
• Personal identification such as Medical card, patient identification,  
• Customer services such as kiosk-based authentication, telemedicine, Integrity and 

sourcing of food, primary care and Emergency procedures. 
• User authentication to networks such as personal Information/ databases protection & 

integrity 
• Access to networks / web applications such as access to secured networks/PCs. 
• Preventing multiple enrollments such as submission of new drug, food or agriculture 

applications. 
 

 
2.6.4 Travel & Immigration Sector 

 
September 11th, 2001 tragedy in the US has prompted a complete rethinking of the role of 
biometrics in travel and immigration sector. The range of potential applications for 
biometrics in travel and immigration environments contributes to rapid growth rate of this 
market. Finger-scan market primarily generates majority of its revenues from travel and 
immigration sector. 

 
Security is a major concern in travel and immigration environments. At the same time, the 
movement of passengers cannot be unduly impeded. Biometrics are becoming more 
frequently deployed as a solution to this two-sided problem, providing high levels of 
security to airport and customs officials while offering convenience for passengers.  
 
Biometric applications in travel and immigration sector can be classified broadly into: 

 
• Physical access control/Time and attendance such as physical employees access 

control at airports/seaports, passenger control in domestic and international air travel, 
and identity verification at international borders 

• Security surveillance such as cross-border management,  
• Fundamental identification applications such as frequent traveler, Baggage ID. 
• Passport verification custom and immigration 
• Access to networks / web applications such as access to secured networks/PCs. 

 
 
2.6.5 Private Sector / Consumer Markets 

 
There are a lot of possible applications in private sector and the list of applications is 
always growing as price fall for biometrics and technology maturity increases. As a result, 
Internet and computer network security has evolved and expected to gain popularity over 
the public, and increase the adoption of biometrics. Biometrics in the US schools also are 
experimenting biometric applications. The technology uses fingerprints of the students to 
debit their lunch cost against their accounts.  
 
Biometrics in car Sedans are fast emerging to provide keyless entry using biometrics 
solutions. The segment witnessed an estimated US$1.45 million market during the year 
2001. Factors propelling demand include convenience and foolproof provisions against 
thefts.  
 
Biometrics in Weapons Work is in progress in the US to integrate biometrics in guns, which 
are expected to permit only the authorized owner to make use of the weapons in order to 
avoid weapon disasters and promote safety in other areas.  
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Biometric applications in private sector or consumer markets can be classified broadly 
into: 
 
• Physical access control/Time and attendance such as access to specific machines 

and processes and buildings, employees’ time and management, banned list of 
people,  

• Access to networks / web applications such as access to secured networks/PCs, 
E-mail and IT for business processes, logical access and accountability. 

• Customer/privileged services such as Gyms and fitness centres, frequent users (air 
miles, loyalty cards), identifying customers at call centres, Airport lounges and Season 
tickets (train, football, theme parks). 

• User authentication to networks such as personal Information/ databases protection & 
integrity. 

• Surveillance such as theft protection, biometric keys, animal/plant species recognition 
• Portable storage devices such as phone, PDA.  
• Customer services such as leasing/lending valuable artworks, age-limited services. 
 

 
2.7 Future Trend of Biometrics 
 

• Fingerprint identification technology will dominate the market share and is estimated to 
play key role in e-commerce. 

 
• Network security is a potential arena with the emergence of national rollout and 

international security standards. 
 

• Biometrics is poised to play a vital role in healthcare industry. 
 

• Asian market is moving towards multimodal systems through automatic identification 
capture devices.  

 
 
2.8 Emerging Uses for Biometric Technologies  
 

• E-commerce applications 
 
• Development of 3-D infrared facial recognition access control and surveillance 

systems  
 

• Real-time facial recognition passive surveillance. 
 

• Integrated platform design offering compatibility for interaction of different biometric 
software.  

 
• Visitor management authentication systems.  
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CHAPTER 3 
 

BIOMETRIC STANDARDS 
 
 
3.1 Introduction to Biometric Standards 
 

Leading corporations around the world have recognized that one of the deterrents to the 
adoption of biometric technologies was the lack of interoperability and standards between 
systems. Identifying, exchanging, and integrating information from different or unfamiliar 
sources and functions are essential to an effective biometrics application. Without 
predefined standards, system developers may need to define in detail the precise steps for 
exchanging information; which is a complex, time-consuming and expensive process. 
Standards not only reduce the difference between the products but also decrease the risk 
of using automated biometrics.  
 

 
3.2 Biometrics Consortium and Group 

 
One of the major factors that contribute to the fast advancement of biometric technologies 
in US and Europe is the cooperation between policy makers, researchers and industries, 
and amongst the industries, in various aspect of the technology, such as standards, 
commercialization etc. The cooperation gave birth to many consortium and groups, each 
of them contributing to the advancement of biometrics technologies. Some of the important 
groups are listed below: 
 

 

 

 

 

 

 

 

Figure 3.1: Various biometrics cooperative bodies in the US and Europe 
 
 
International Biometric Industry Association (IBIA), US. IBIA was formed in 
September 1998. Its mission is to expand business opportunities for the industry, advocate 
government support for the use of biometrics in leading commercial and public-sector 
applications, and report on key issues of strategic importance to the membership. The 
membership is open only to biometric researchers, developers, manufacturers, integrators 
and end-users. This association is very well-known for its twice-monthly online newsletter, 
which provides regular, timely reports about significant developments affecting biometrics 
in government and the private sector. Most of the members in the association are 
US-based biometric companies. 

 
International Biometric Foundation (IBF), Europe. Launched in December 2003. 
Slightly different from IBIA, IBF draws together not only academicians, researchers, 
industry and users, but also governments and media. The reason for this is, there are 
many issues raised by the public, when the technology is introduced in a large-scale public 
sector applications, such as privacy and ethics. These raises challenge for both 
government and technology suppliers who seek to implement such initiatives. 

 
BioApi Consortium. One of the most important body in biometrics, founded to a biometric 
Application Programming Interface (API) that brings platform and device independence to  
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application programmers and biometric service provider. The BioApi Consortium is a 
group of over 120 companies and organizations which have a common interest in 
promoting the growth of the biometrics market. The consortium a specification and 
reference implementation of a standardized API that is compatible with a wide range of 
biometric application programs and a broad spectrum of biometric technologies. Before 
the ISO/IEC JTC1/SC37 was set-up, this is the only body which really serious in 
developing biometrics standard. 

 
European Biometrics Forum (EBF). As some of the European countries already set-up 
their own national body for biometrics technologies, the EBF was set-up which acts as the 
driving force for cooperation, support and strengthening of the national bodies. This forum 
is an independent European organization supported by the European Commission whose 
overall vision is to establish the European Union as the world leader in Biometrics 
excellence. The EBF’s members span biometric communities including biometric 
companies, research agencies, policy makers and user groups. 

 
The International Association for Biometrics (iAfB), Europe. AfB claims themselves as 
the largest (paid membership) representative biometrics body in the world. Currently the 
AfB has over 60 members, spans from industries, academia and government sectors. AfB 
members are directly involve in standard formulation, test and evaluation, major 
government identification projects, research and development, and developing further 
international linkages. AfB are very active in marketing communications schedule, 
seminars, workshops, exhibitions and advice centers. 
 
 

3.3 Standards Development  
 
ISO/IEC JTC1/SC37 was established in June 2002 with the goal to ensure a high priority, 
focused, and comprehensive approach worldwide for the rapid development and approval 
of formal international biometric standards. The intended area of work is the 
standardization of generic biometric technologies pertaining to human beings to support 
interoperability and data interchange among applications and systems. Generic human 
biometric standards include : common file frameworks; biometric application programming 
interfaces; biometric data interchange formats; related biometric profiles; application of 
evaluation criteria to biometric technologies; methodologies for performance testing and 
reporting and cross jurisdictional and societal aspects. For these reasons, six working 
groups (WGs) were setup in order to develop standards in the areas of:  
 
1 WG 1 - harmonized biometric vocabulary 

2 WG 2 - biometric technical interfaces 

3 WG 3 - biometric data interchange formats 

4 WG 4 - biometric functional architecture and related profiles 

5 WG 5 - biometric testing and reporting 

6 WG 6 - cross-jurisdictional and societal aspects. 

 
Figure 3.2 shows the structure of the standards as an "onion-skin" diagram (ISO/IEC TR 
24741, 2007). 
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Figure 3.2: Layered model of biometric standards 
 

Each layer is covered by a working group as follows: 

1 WG1 covers the vocabulary standard (underlying everything) 

2 WG2 covers layer 2 (BIR – Biometric Information Record formats) , layer 3 (BioAPI - 
Biometric Application Programming Interfaces interfaces between applications, 
framework and BSP – Biometric System Providers) and layer 4 (BIP – BioAPI 
Interworking Protocol for communication between biometric systems) 

3 WG3 covers layer 1 (BDB – Biometric Data Block format) 

4 WG4 covers layer 6 

5 WG5 covers layer 5 

6 WG6 covers layer 7 

 
 

Biometric Application Programming Interface (BioAPI) 
  
The BioAPI specification intends to promote interoperability between vendors. The BioAPI 
specification defines two APIs : an Application Programming Interface (API), which 
exposes framework functionality to the application, and a Service Provider Interface (SPI), 
which exposes biometric functionality to the framework (Figure 3.3). Biometric Service 
Providers (BSP), essentially recognition engines for a given modality also responsible for 
managing their user interface, implement SPI functionality. The API exposes three 
high-level methods: enroll, verify, and identify. These in turn rely on lower-level primitives : 
capture (acquires the biometric signal), process (extracts the features and performs 
pre/post-processing), match (compares data to a user model), and createTemplate (trains 
user models from supplied data). BioAPI defines a number of function signatures in C 
which must be implemented for the BSP or application to be BioAPI compliant. 



© MIMOS Berhad, 2008 38 

 
 

Figure 3.3: BioAPI architecture 
 
 
Common Biometric Exchange File Format (CBEFF) 
 
The Common Biometric Exchange File Format (CBEFF) is a standard to exchange 
biometric data between systems and organizations. CBEFF does not provide for a 
standard template format, but merely for a storage format, and thus is not meant to 
address template sharing between applications. The BioAPI Biometric Information Record 
(BIR) conforms to the CBEFF specification. 
 
This format specifies that biometric data must be encoded in three parts : the Standard 
Biometric Header (SBH), the Biometric Data Block (BDB) which contains the biometric 
data payload, and the Security Block (SB), which is typically a hash of BDB and parts of 
the header (Figure 3.4). 

 
 

 
 

Figure 3.4: BIR structure 
 
 

The SBH contains information such as encryption flags (if the payload is encrypted), 
CBEFF or patron version number, BDB format owner and type, data length, and so on for 
each modality available to the application. 
 
The BDB is a standardized data interchange format for recording a particular biometric 
such as a finger-print image, a record of "finger minutiae" (ridge and value merging or 
bifurcation), an iris image, etc. There are biometric data interchange format standards  
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(ISO/IEC 19794) for various biometric technologies, each specifying one or more BDB 
formats (e.g. compact smart card formats as well as normal formats). Each technology has 
one or more associated BDB format identifiers that enable the associated format to be 
interpreted and processed by any system that has knowledge of that format. 
 
 
Biometric Data Block (BDB) 
 
ISO/IEC 19794 documents cover the BDB for various biometrics modalities. Table 3.2 
shows the list of the documents under ISO/IEC 19794.  
 

 
Table 3.1:  ISO/IEC 19794 

 
ISO/IEC JTC1/SC37 19794 Biometric Data Interchange Format 
 
19794-2:   Biometric Data Interchange Format: Finger Minutiae Data 
19794-3:   Biometric Data Interchange Format: Finger Pattern Spectral Data 
19794-4:   Biometric Data Interchange Format: Finger Image Data 
19794-5:   Biometric Data Interchange Format: Face Image Data 
19794-6:   Biometric Data Interchange Format: Iris Image Data 
19794-7:   Biometric Data Interchange Format: Signature/Sign Time Series Data 
19794-8:   Biometric Data Interchange Format: Finger pattern Skeletal Data 
19794-9:   Biometric Data Interchange Format: Vascular Image Data 
19794-10: Biometric Data Interchange Format: Hand Geometry Silhouette Data 
19794-11: Biometric Data Interchange Format: Signature/Sign processed dynamic data 

 
 

An example of BDB for face biometric is shown in Figure 3.5 taken from ISO/IEC CD 
19794-5 document. Figure 3.5 specifies the field and length of information that need to be 
included inside the face image BDB. 

 
 

3.4 Asia Standards 
 

3.4.1 Emergence of China, Japan and Korea 
 
In order to be more competitive in global market, Japan Biometrics Security Consortium 
(JSBC) was established in June 2003 comprised of 39 members. It promotes the formation 
of a coalition between industry-government-academia, whose main objective is to propose 
effective business models, enhance the growth of biometrics technologies and improve 
global competitiveness. JSBC has two divisions – Technology Division and Application 
Development Division.  

 
The same body was set-up in South Korea, by the name of Korea Biometrics Association 
(KBA). Major objectives are to activate domestic biometric industry, present vision of 
biometrics field through exchange between biometrics related industry-university-research 
institute and promote various cooperative study. 
 
China is also very serious in developing biometric technologies. China Biometric Industry 
Association is being set-up, for the similar purpose as JSBC in Japan and KBA in South 
Korea. In addition, China has a research center which is one of the world largest teams for 
biometrics. The Center for Biometrics and Security Research (CBSR), was founded by the 
Institute of Automation, Chinese Academy of Sciences which carries out research and 
development in biometrics. 
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Figure 3.5:  BDB of face image data 
 

 
3.4.2 Formation of Asia Biometric Consortium (ABC) 
 
In October 2006, the first Asian Biometric Forum was held in Beijing, China, organized by 
CBSR. In this forum, it was proposed that Asian Biometric Consortium (ABC) would be 
established with the following objectives: 

 
1 To provide a regional forum from different disciplines, including research, engineering, 

manufacturing and vendors to exchange ideas, identify problems, evaluate system 
performance, explore new research directions and initiate possible collaborative 
research and future system developments. 

2 To work jointly on biometrics standards and promote global interoperability of biometric 
products in different countries and regions. ABC will represent Asian countries’ interest 
in standard making. 

3 To assist Asian government in making policies on biometrics. 

4 To educate public and promote the use of biometrics. 

5 To hold annual ABC conferences to discuss Asian biometrics affairs, in Asian 
countries in turn. 

 
Malaysia is one of the first members of the ABC. Figure 3.6 shows the current committees 
of ABC from Asia Pacific region. 
 
The latest activity of ABC was the 2nd Asian Biometrics Conference held in Taipei, Taiwan 
in August 2008. As one of the ABC members, Malaysia is very keen to work closely with 
our colleagues from Asian countries. 
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GENERAL CHAIR: Tieniu Tan (Chinese Academy of Sciences, China)   
GENERAL CO-CHAIR: Wen-Hsing Hsu (National Tsing Hua University)  
 
REPRESENTATIVES  
CHINA : Stan Li (Inst. of Automation) 
INDONESIA : Richard Mengko (State Ministry of Research & Technology) 
JAPAN : Uoichi Seto (Tokyo Metropolitan University) 
KOREA : Hwansoo Choi (Myongji University) 
MALAYSIA : Sheikh Hussain Shaikh Salleh (Universiti Teknologi Malaysia) 
SINGAPORE : Wei-Yun Yau (Inst. for Infocomm Research) 
TAIWAN : Wen-Hsing Hsu (National Tsing Hua University) 
THAILAND : Vutipong Areekul 
WEB CHAIR : Jason Kim (Korea National Biometrics Test Center) 

 
Figure 3.6:  ABC committees 

 
 

3.4.3 Standards’ Activities 
 

Although Malaysia is not one of the global players in biometrics, we are actively involved in 
developing Malaysian Standard for Biometrics. Malaysia is a P-Member (P stands for 
Participant, other is O - Observer) of ISO/IEC JTC 1/SC 37, a joint technical committee set 
up by ISO and IEC at national level on biometric technologies. Organized by SIRIM, a 
technical committee has been set up at national level, chaired by UTM, to discuss, vote 
and adopt international standard to be implemented locally. Through this meeting, 
biometrics community in Malaysia is gathered. 

 
Up to now, 14 standards are already approved as Malaysian Standard (MS), while 9 others 
were submitted for Minister’s approval as MS. Malaysia has been attended every Working 
Group and Plenary Meeting in summer (June or July) every year since 2004, and will host 
the same meeting in 2010. This will be a great exposure and create international linkages 
with all the biometric experts around the world. 
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CHAPTER 4 
 

MALAYSIA NEEDS 
 
 
4.1 Malaysia Needs Overview 
 

Biometrics could be a key driver of growth for Malaysia as the country heads towards the 
vision of becoming a developed country by the year 2020. Globalization is inevitably boost 
global biometrics markets, which Malaysia can play a significant role to ride on this wave 
together. From the perspective of significance of biometric technologies and global needs 
and national needs which are in alignment, Malaysia can contribute and even lead the 
biometric technologies given the right impetus with government support.  
 
Biometrics is vital in enhancing Malaysia’s security, either physically or virtually, from any 
threats in the future. Security and privacy protection have always been top priorities in the 
governmental, financial, economical, political, technological dimensions. The importance 
and needs of biometric technologies are observed in E-Commerce, Tele-health, 
E-Business, MyKad, Internet based business and other areas (Table 4.1). 
 
The presence and importance of security is witnessed in our every day lives. We cannot 
rely on the foreign technologies or commercial products to meet all our nation needs, 
especially our unique government and law enforcement identification requirements.  
 
 

Table 4.1: ICT Focus Areas from other major plans in Malaysia 
 

9MP 3rd Industrial 
Master Plan 

MyICMS 886 Growth 
Areas 

MSC Malaysia 
Flagship 

Applications 

MSC Malaysia 
ICT Clusters 

− Bioinformatics  
− Shared 
services and 
outsourcing  

− E-Commerce 
− Digital content 
development 

− Biotechnology 
− Nanotechnology 
− Radio Frequency 
Identification 

− Wireless 
Technologies 

− Micro-
Electromechanical 
System 

− Photonics 

− Laser Technology 
− Fuel Cell 
Technology 

− Robotics  
− IT Solutions 

− Content Development 
(e.g. education, 
entertainment, 
games) 

− ICT Education Hub 
− Digital Multimedia 
Receivers (set top 
box) 

− Communications 
Devices (VoIP 
Surephones) 

− Embedded 
Components and 
Devices (e.g. RFID) 

− Foreign Ventures 

− Technopreneur 
Development  

− Smart School 
− Tele-health 
− E-Government 

− R&D Clusters 
− E-Business 
− MyKad (National 
smart ID card) 

− Creative 
Multimedia 

− Shared 
Services 
Outsourcing 

− Software 
Development 

− Support 
Services 

− Internet Based 
Business 

− Hardware 
Design 

  
(Source: Strategic ICT Roadmap for Malaysia, 2007) 

 
 
4.2 Applications of Biometric Technologies in Malaysia 
 

Five primary vertical industries, needs and applications of Biometric technologies in 
Malaysia are shown in Figure 4.1. Government sector represents the biggest end user of 
biometric technologies in Malaysia. Biometric technologies are implemented in 
government agencies such as state, federal and local government agencies and military 
sites.  
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Figure 4.1: Vertical industries, needs and applications of Biometric technologies 
 

 
4.2.1 Jabatan Pendaftaran Negara (JPN) 

 
Malaysia is the first nation in the world to integrate the biometrics technology in the smart 
card, namely MyKad. JPN is the largest user of biometrics in Malaysia. It is also claimed 
that Malaysia has the largest database of fingerprints (more accurate – thumbprint), as we 
are collecting fingerprints over decades ago.  
 
 
4.2.2 Immigration Department 

 
Malaysia is one of the first nation in the world to embed smart card containing biometric 
(thumbprint template) in the passport. We also have AutoGate system installed in KLIA, 
where Malaysian passengers could pass through the immigration checkpoint by scanning 
their thumbprint. 
 

 
 
 

Government sector 
 
� Law and Military enforcement 
� Criminal and civil investigations 
� National ID and passport 
� Border control 
� Surveillance 
� Voting 
� Tax payment 
� Physical access control 

Financial sector 
 
� Account management 
� ATM 
� E-commerce 
� Physical access control 
� Access to networks / Web 
applications 

� Retail point of sale 
 

Health sector 
 
� Telemedicine 
� Medical card 
� Hospital services 
� Physical access control 
� Access to networks / Web 
applications 

� Emergency procedures 

Travel sector 
 
� Passport 
� Frequent travelers 
� Baggage ID 
� Surveillance 
� Physical access control 
� Access to networks / Web 
applications 

Private sector and Consumer markets 
 
� Call centers 
� Surveillance 
� Physical access control 
� Access to networks / Web applications 
� Keyless car 
� Privileged services 
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4.2.3 Jabatan Pengangkutan Jalan (JPJ) 
 

The General Insurance Association of Malaysia reported that an average of 2.3 vehicles  
was stolen every hour in 2000. By 2004, car thefts had increased tenfold resulting in losses 
of more than RM750mil.  
 
In February 2006, JPJ has proposed to replace paper-based vehicle registration cards 
with biometric cards with the owners' thumbprint by the end of the 2006 (The Star, 28 Feb 
2006). This is to stop the increasing number of car thefts and forgeries. Once implemented, 
owners will get the chip-based biometric cards when they renew their road tax. The 
personal details will be linked to the National Registration Department to counter fraud 
cases.  
 
The biometric card would complement the e-registration and e-kiosk projects of JPJ. 
E-registration involves the online registration of new vehicles by distributors, while e-kiosk 
allows the renewal of road taxes at selected locations. 

 
 

4.2.4 Suruhanjaya Pilihanraya (SPR) 
 

There was a proposal submitted to SPR to use biometrics in the last March 2008 election, 
but it could not be implemented due to high cost and time taken to develop the system. The 
implementation would also deny the rights of Malaysians who had yet to convert to MyKad 
system (The Star, 22 July 2007). 
 
 
4.2.5 Polis Diraja Malaysia (PDRM) 

 
PDRM has used fingerprint recognition more than 100 years. Further initiatives proposed 
by PDRM: (1) to scan each criminal’s fingerprints and palmprint with the latest fingerprint 
and palm recognition technology, (2) to collect DNA sample collection of criminals and this 
is currently pending approval by the law and legislation.  
 
Government is also proposed to install more CCTVs at public areas, as a measure to fight 
crimes. Biometrics that suitable for surveillance such as facial and gait recognition could 
be integrated. 

   
  

 4.2.6 Unit Pemodenan Tadbiran dan Perancangan Pengurusan Malaysia (MAMPU) 
 
MAMPU has published a biometric guideline for government sector – namely “Garis 
Panduan Penggunaan Biometrik Bagi Agensi-agensi Sektor Awam”. This document aims 
to create awareness on biometric technologies and various factors which need to be 
considered before a biometric system is purchased. 
 
 

4.3 Key Issues and Challenges of Biometrics 
 
1. Lack of public awareness in biometric applications and advantages over existing 

conventional security systems. 

2. High costs as compared to traditional identification systems. 

3. Lack of interoperability and standardization between components provided by different 
products. 

4. Lack of coordination and collaboration among researchers. 

5. Lack of research funding to focus on research areas in Biometrics.  
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6. Biometrics National Body is needed to represent Malaysia in international Biometrics 
forums and conferences, especially in Asian Biometric Consortium (ABC) 

 
 
4.4 Biometrics National Body 
 

A formal national body or association consists of all the biometrics community is needed 
with the proposed objectives below: 

 
• To assist governments in making policies on biometrics, such as biometrics 

deployment in public sector, law establishment, privacy protection, etc 

• To coordinate the research on biometrics in universities and research institutions 

• To activate domestic biometric industry by commercializing products from local 
research projects / technologies 

• To intensify the implementation of biometrics standard in every aspect of development 

• To represent Malaysia in international body, forum and conference, especially in Asian 
Biometric Consortium 

• To hold conferences, seminars, exhibitions, courses and trainings in order to promote 
biometrics technologies 
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CHAPTER 5 
 

BIOMETRICS TECHNOLOGY ROADMAP 
 
 
5.1 National Biometrics Technology Roadmap 
 

This National Biometrics roadmap is formulated, after taking into considerations of global 
and national trends, applications and needs. It also demonstrates the value of bringing 
together key subject matter experts across various sectors through national workshop to 
collate information and sharing knowledge of biometrics. The collected information is then 
displayed in a simple visual way to show the linkages between research, development and 
the requirements of applications along a timeline. Technology Roadmapping could further 
enhance collaboration, align scarce resources to achieve national biometrics goals and 
reduce the risks of investing in wrong technologies.  
 
From the science and technology perspective, the technology roadmap is a valuable way 
to gather intelligence regarding impending changes in innovation patterns. It represents a 
collective vision of the technological future that serves as a way to integrate core 
capabilities, complementary assets and approval of research funding decisions. 
 
This national biometrics technology roadmap cannot be purchased off the shelf and it is a 
living document that details out the plans for the cutting edge development of biometric 
technologies. 
 
The National Mission, with its five key thrusts, will shape and drive the planning and 
implementation of economic development policies and programs to achieve high 
performance and optimum impact from national development efforts. The five major 
thrusts of the National Mission are to: 
 

1. Move the economy up the value chain; 

2. Raise the capacity for knowledge and innovation and nurture ‘first class mentality’; 

3. Address persistent socio-economic inequalities constructively and productively; 

4. Improve the standard and sustainability of the quality of life; and  

5. Strengthen the institutional and implementation capacity. 

 

It is also in-lined with Vision 2020 development goals of the National Mission to enable 
Malaysia to achieve the objective of developed nation status by 2020. 
 

 

5.2 Objectives of Technology Roadmap 

 

This technology roadmap identifies the importance of strategic technology planning that 

the entire biometrics community must address for this vision to become reality. It carries 

the mandate to envision the future Biometrics Research and Development (R&D) 

initiatives with national benefits to: 

 

1. Achieve excellence in setting biometrics’ standards and local biometrics workforce 
development. 

2. Determine and prioritize biometric technologies to be developed by Malaysia over the 
period of 5 years.  

3. Focus and drive the direction of R&D activities towards achieving targeted results with 
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national benefits and commercialization values.  

4. Provide guidance to MOSTI to align and approve the National R&D projects requesting 
for the Science & Techno funds. 

 
 
5.3 Global Biometrics Vertical Industries to Needs and Applications 
 

The recognition of biometric technologies to advance identification and verification of 
individuals is classified under five vertical industries namely: government and law 
enforcement, financial, healthcare, travel and immigration and private/consumers sectors. 
Government sector is the main driving force and dominant market of biometric 
technologies, followed by financial and healthcare sector in Malaysia.  
 

 

 
Demands for biometrics in government sector will further increase when biometrics vehicle 
registration and e-kiosk projects of JPJ are fully implemented besides MyKad and 
e-passport initiatives. National Security, Military and Law enforcement need to be given 
high priority to govern against terrorist threats, homeland security, criminal and civil 
security issues. As a result of responding to global threats and personal information 
security protection, governments worldwide are responding actively to endorse strict 
privacy legislations against companies that retain personal data of consumers.  
 
Healthcare sector is expected to boost biometric revenues in coming years; as a result of 
worldwide increase in government healthcare regulations such as Health Insurance 
Portability and Accountability Act (HIPAA), increased awareness about patient privacy and 
the online availability of personal medical information. Finance and banking is a vital sector 
with immense potential for penetration of biometric technologies. Diverse banking services 
such as telephone banking and Internet banking besides ATM banking are prone to fraud 
and could be effectively secured using biometrics.  
 
 

5.4 Vertical Industries to Applications 
 

The following are large scale primary and secondary applications with impact assessment 
(Political, economical, societal and technological) identified through the national 
biometrics workshop. These applications which are strategically important to Malaysia will 
be focused by our R&D communities in short, medium and long terms.  

 
1. Key primary applications: 
 
− Identification of individual/subject identity 
− Physical access control to a building or premise 
− Surveillance and border control 
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− User authentication to networks/portable storage devices 
− User authentication to devices 

 
2.  Secondary applications: 

 
− Retail point-of-sale/customer service/ATM 
− Healthcare 
− Preventing multiple enrollment  
− Time and attendance 

 
Biometrics for identification of individual or subject, surveillance, physical access control, 
user authentication to networks and devices are the primary applications needed across 
all vertical sectors and significantly important to be developed by Malaysia. In view of 
gradual price fall and enormous growth of biometrics, more research efforts are focusing 
on internet and computer network security protection. It is worth noting that security 
measures need to be taken and strictly governed by laws in each data capture, processing, 
enrollment, identification/verification and data transfer of each biometric technology. 
 
Secondary applications such as ATM, retail point of sales/customer service in financial 
and healthcare are driven by technology maturity, cost savings and convenience factors. 
As of current status, biometric technologies have not generated much response from 
financial sector including banking institutions.  

 
 
5.5 Applications to Biometric Technologies 
 

Biometric technologies which are needed to support key primary and secondary 
applications were further analyzed by key subject matter experts. Understanding the 
needs, applications and which biometric technologies the global industries are moving 
forward through joint efforts; will prepare us to deliver tomorrow’s market demands.  
 
Biometric technologies are ranked according to importance with relation to technology 
maturity, estimated market size (In USD$) and rate of deployment across various 
applications:  

 
1. Primary Importance: 

 
− Facial recognition 
− Iris recognition 
− Voice recognition 
− Multimodal biometrics 
− Fingerprint recognition 

 
2. Secondary importance: 

 
− Dynamic signature verification 
− Hand geometry 
− Palm recognition 
− Vein/vascular recognition 
− Gait recognition 
− DNA recognition 

 
Fingerprint, facial and iris recognitions are the main 3 sectors that witness enormous 
continuous growth throughout 2015 globally. As fingerprint and hand geometry have 
entered the early mainstream of technology maturity with third generation of products and 
vendors in the market; we will face stiff competition in technology developments against 
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the leading biometric companies (Table 2.2). Most of the intellectual property (IP) rights 
will be solely controlled and monopolized by them whereby our success rate in dominating 
the biometric technologies under early mainstream will be very slim.  
 
As global technology trend is moving towards multimodal biometrics; research and 
development in fingerprint and hand geometry technologies will still need to be continued 
in order to:  
 
1) build up biometrics expertise in Malaysia;  

2) assist in standards development in these technologies 

3) acquire technological knowledge and know-how for future multimodal developments.  

 
In order for biometrics R&D communities to advance in this field, we should start investing 
in research and development even from embryonic or emerging stage. 
 
Automated surveillance of crowds to identify people on “watchlists” and suspicious 
behaviors is at research and development stage. Facial recognition is typically used but 
systems using gait recognition or combination facial and gait are also being developed.  

 
DNA evidence is considered as the “Ultimate Biometric” and it is a powerful aid in criminal 
investigations, civil and law enforcements. DNA biometric is yet to break through the 
technological barriers of providing real time and automated person identification system. 
However, this is an important technology in the future which is expected to be a major 
component of future criminal justice system and healthcare sector. 
 
 

5.6 New/novel Research and Developments in Biometric Technologies 
 
A list of new/novel research and developments of biometric technologies was proposed by 
workshop participants and laid out in the Biometrics Technology Roadmap. The 
knowledge consolidation and strategic research focus will help to unify and focus our R&D 
efforts to accelerate technological innovations in biometrics (Figure 5.1).  
 
Keeping the four objectives of technology roadmap in mind, criteria for R&D are based on 
factors below: 

 
− New/novel R&D with time line proposed for each biometric technology must be driven 

by market and customer needs or to overcome the technology challenges. 

− Biometric technologies which have reached early mainstream of technology maturity 
will not be heavily focused on.  

− Investment should be focused on biometric technologies which have high impact to 
Malaysia and high market values, even at embryonic or emerging stage. 

− With limited biometric resources in Malaysia, prioritize on the cutting-edge technology 
that can produce new discoveries/intellectual properties is crucial, to avoid ineffective 
utilization of government funding.   
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Figure 5.1: Biometrics Technology Roadmap 
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5.7 List of Contributors  
 

Refer below the list of key subject matter experts who have volunteered their expertise and 
time contributing to this National Biometrics Technology Roadmap are listed below.  
    

 
Table 5.1: List of Participants 

 

No. Institution Name 

1 University of Nottingham  Dr. Kenneth Ang 
2 University of Nottingham Dr. Jasmine Seng 
3 UNITEN Dr. Sharifah Mumtazah 
4 Extol Corp Dr. Gopi Kurup 
5 UM Prof. Dr. P. Raveendran  
6 TM R&D Ir. Mat Kamil 
7 TM R&D Dr. Shahrin Azuan Nazeer 
8 TM R&D Nazaruddin Omar 
9 MOSTI Dr. William Voon Fook Sun 
10 MMU Wan Noorshahida 
11 MMU Ooi Shih Yih 
12 MMU Foo Hong Chang 
13 UTM Prof. Ir. Dr. Sheikh Hussain bin Shaikh Salleh 
14 UTM Ahmad Kamarul Ariff bin Ibrahim 
15 UTM Ting Chee Ming 

16 UTM 
Assoc. Prof. Dr. Syed Abdul Rahman bin Syed 
Abu Bakar 

17 Yasmin Teknologi Mohd Hasram 
18 BNM Fariq Hassan 
19 BNM Maizura Hazary 
20 MIMOS Dr. Chandran Elamvazuthi 
21 MIMOS Dr. Doreen Lee 
22 MIMOS Dr. Lai Weng Kin 
23 MIMOS Foo Lai Ning 
24 MIMOS Liang Kim Meng 
25 MIMOS Dr. Thomas Henrique 
26 MIMOS Dr. Chan Ching Hau 
27 MIMOS Malehaa Kiran 
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IInndduussttrryy  

UUnniivveerrssiittyy  

PPoolliiccyy  SSoocciieettyy  

CHAPTER 6 
 

CONCLUSION 
 
 
Overall, biometric technologies offer enhanced security and convenience over traditional identity 
management tools in many applications that would not otherwise be possible. We recognize that 
the future of biometrics will be shaped by five vertical industries as the primary forces (Figure 4.1). 
Analysis in our national context revealed that the key primary forces to be focused on for the next 
five years are namely; government, financial and healthcare sectors.  
 
Our government has served as the main catalyst in biometrics deployment and subsequently 
opened possibilities to revolutionarize government and commercial practices. This unique position 
can further be capitalized on by setting leadership role and standards for other sectors to follow.  
 
Applications and biometric technologies which address to national and global needs are tabled in 
the Biometrics technology roadmap. Analysis of this roadmap revealed shared areas of concern to 
national benefits, which in turn suggest and emphasize on a few matters below:  
 
1. Knowledge sharing, expertise development and collaboration within the biometrics community 

to move towards the right technology strategic direction. 

2. Concise government biometrics’ standards and initiatives in establishing core thrust areas. 

3. Approval of MOSTI fundings based on Biometrics technology roadmap to prioritize on 
cutting-edge technology that can produce new discoveries/intellectual properties. 

4. Global technology trend is moving towards multimodal biometrics.  

5. Malaysian biometrics’ database protection.  
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