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The interesting thing about the discussion sur-
rounding biometrics is that people can have

very different expectations of this relatively new
technology. Most people understand that we can
solve crimes with fingerprints. We have been
doing that for almost 100 years. Likewise, our sig-
natures – another biometric – can be used to
approve financial transactions and for signing con-
tracts. But apart from these known applications,
we are still at the early stages of finding out what

Many of you have probably heard or read something about biometrics,
and may even have an opinion already. You may have come across it in
the context of access control to your place of work, or in connection
with new electronic passports, which, in the EU at least, must contain
biometric information as of August this year.
BY MAX SNIJDER

biometrics can actually do for us in a broader range
of potential applications. Certainly, adding bio-
metrics to the European visa system will prevent
illegal immigration to a large extent, and the use of
biometrics in our passports will be helpful in reduc-
ing ‘look-alike’ fraud, where a person with similar
appearance fraudulently uses your passport.

During the next ten years we will watch many
different biometric applications evolve, as biomet-
rics have the unique ability to improve conven-
ience, efficiency and security, as long as they are
used in the proper way. In the meantime, many dis-
cussions will take place about the potential risk to
privacy, about the costs and benefits of the technol-
ogy and about many other aspects that need to be
considered when introducing a new technology
into our society. In the end, only the successful
applications will survive. And only time will tell.
• Max Snijder is CEO of the European Biometrics Forum

Biometrics enter the mainstream

BIOMETRICS
IN ASSOCIATION WITH

PRODUCED IN ASSOCIATION WITH

Mark Lockie,  Managing Director, Security Document World.com
Editor, Biometric Technology Today, Elsevier
Contact:  m.lockie@securitydocumentworld.com

Biometrics are now being widely utilised by gov-
ernments for border and transportation security

and national identity programmes. Frequent travel-
ers can now speed through the fast lane at airport
security with the touch of a finger or the click of a
camera lens, and many immigration check points
rely on biometrics to confirm a person’s identity.
Many information networks and physical facilities

now require biometric verification to ensure that
only authorized persons are granted entry.

While security is often the primary reason for
choosing biometrics, the convenience and privacy
benefits are also important to people. With biomet-
rics, there is nothing to remember or carry with
you. For example, your fingerprint and iris pattern
are permanent and unique features of you alone and
cannot be guessed, stolen, lost or forgotten. 

Biometric devices can now be embedded in
everyday products for a variety of uses where identi-
ty confirmation is needed. You should expect to see
biometrics soon in everyday applications like mak-
ing purchases without cash or credit cards or to
activate your cell phone. Because your biometric
patterns are permanent and unique to you, biomet-
ric technology is also fast becoming a key tool in
protecting privacy and in preventing identity theft. 
• Tovah LaDier is Managing Director of the Interna-
tional Biometric Industry Association, Washington, DC

Until recently, most people only thought of biometrics in the context of
crime scene investigations and James Bond movies. Today, biometric
technology is rapidly developing into an essential technology for
confirming personal identity in a wide range of applications. 
BY TOVAH LADIER

www.ibfoundation.com www.biometrics.elsevier.com www.ibia.orgwww.eubiometricforum.com www.iafb.org.uk
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Many people have heard the word
biometrics, but few truly under-

stand what it means, and even fewer
connect the dots to see that, for all its
reported imperfections, it is a technolo-
gy that can do something no other is

capable of doing. It uses measurable
physical characteristics, such as finger-
prints or iris patterns, or behavioural
traits, such as the way you type at a key-
board, automatically to recognise or ver-
ify identity. In other words it can say
whether it really was you accessing a
computer system, or clocking in at
work, and not just somebody mas-
querading as you.

Passwords may be suitable in some
instances, but they can be guessed or
discovered. Tokens, such as ID cards,
also provide an indicator of identity, but
they can be lost or stolen. Biometrics, on
the other hand, are part of you, and

assuming the system is good enough,
they can be used to prove that you, and
only you, walked through the door.

And you are?
Of course, who a person is in reality is
more difficult to ascertain. This is their
‘true identity’ and is something that can
only be verified by looking back at the
identity trail created from the moment
they were born to the current day,
including birth certificate, school pho-
tos, census information and so on. 

A biometric system will ascertain, to a
high degree of certainty, whether the
biometric of the person under investiga-
tion matches a person in the database, or,
indeed, whether it matches the biomet-
ric information within an identity card
being presented by that person. It can-
not verify a person’s real identity, only
the identity given alongside the biomet-
ric at the time that person enrolled.

Horses for courses
There are many biometrics in use today.
The entire list is too long to reel off
completely and would enter the realms
of the bizarre – human smell being one
of the stranger concepts to have been
considered. But, for starters, there is
fingerprint, face (two dimensional and
three-dimensional), iris, voice, hand
and finger geometry, vein, retina and
signature. These are all being used

today to verify or discover identity in
applications around the globe.

A common question asked by new-
comers to the technology is: “Which
biometric is best?” Life, sadly, is not so
simple. To give some examples: finger-
print recognition is deemed as being
one of the most accurate biometrics,
alongside iris and retinal recognition.
However, fingerprint systems, while
they are indeed the most-used biomet-
ric, may be completely inappropriate for
use in scenarios where workers routinely
wear gloves. 

Rugged, but chunky, hand geometry
systems, could be perfect for use outside
in dusty, dirty environments, but com-
pletely wrong for an access control sys-
tem specifying a sleek and sexy design.
3D facial recognition would fit that
description, as is evidenced by its recent
introduction by technology supplier A4
Vision in a range of high-profile Swiss
banks. As Kelly Richdale, managing
director EMEA of A4Vision comments:
“3D face recognition is ideal for secured
access control in banks or enterprise
buildings, where high performance
combined with elegant sleek design is
paramount.” 

The lesson is that biometric technolo-
gies all have their strengths and weak-
nesses, and it is a question of finding the
technology which best suits the given
application. 

Measuring up man
In a world where identity has become one of the
hottest technological, political  and social issues of the
day, it is deemed vital that we have a failsafe way of
distinguishing between one human being and another.
Lucky then, that every man, woman and child on this
earth is unique – even the closest of identical twins. 
BY MARK LOCKIE

Two fingers to queues!
Taking millions of people across national borders on a daily basis is one huge logistic nightmare. But since the

introduction of smart ID cards in countries like Hong Kong, and in the Middle East, residents now save up to an

hour a day on their commute across the border. Getting through passport control is now very easy, by simply

inserting your smart ID card and then confirming your identity with a fingerprint, you're through. No passports,

no pictures, just instant confirmed identification.

The sophisticated technology behind many National Identity smart card and ePassport projects around the

world is MULTOS. Developed here in the UK it is an open standard smart card operating system. MULTOS uses

different biometrics, including fingerprint, fingervein, iris, and facial recognition to confirm identities and can

be used across many applications, from voting to paying your tax bill on line, the possibilities are endless. 

Open the future with secure trusted identification.

www.multos.com or www.stepnexus.com

Into the known

DID YOU KNOW?

• Privacy issues can be a major concern, but they don’t need to be with good biometric
system design and robust data usage policies. New technologies, such as Match-on-
Card from companies such as Precise Biometrics, can also help. This allows the bio-
metric information to remain within a card given to the owner. There is no need for a
central database and even the matching of the stored template and the live sample
takes place in the card, so privacy is maintained.

• Latest market statistics project biometric industry revenues to grow from US$2.1
billon in 2006 to US$5.7 billion in 2010. According to the International Biometric
Group, fingerprint technology amounts to 43.6 per cent of the biometrics market
this year, followed by face recognition at 19 per cent.

• According to new research by LogicaCMG, 84 per cent of people in Europe would
be happy to use their fingerprint or iris scan to prove who they were when travel-
ling abroad. 

Security, privacy, and convenience – all
you need is your finger and a smart card

Not another technology looking for a
problem - Precise Biometrics offers you
the tools you need to add security and

protect privacy.
Precise Biometrics offers privacy-enhancing biometric security

solutions.

We are committed to the strongest biometric protection utilizing
our Match-on-Card technology that conducts all processing

within the secure smart card environment.

Precise Biometrics has a broad and flexible product line.

www.precisebiometrics.com
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One of the key advantages of a bio-
metric system based on the human

voice is the ease with which a user can
interact with the technology. Rather
than placing a finger on an unfamiliar
device, or gazing into a camera, most
often a voice-based application requires
the user to speak into a familiar device,
such as their landline telephone or a
mobile phone. From a cost perspective,
this is also a major plus point for any
organisation rolling out such a system,
because it means they will almost cer-
tainly have a ready-made network of
biometric capture devices to hand. 

Users are already used to speaking to
machines. Take for instance BT’s well-

used Call Minder answering service,
where callers are prompted to press or
say a number after the tone in order to
navigate the menu. It is no great leap for
customers or staff, therefore, to use a
voice-based biometric system. Indeed,
there is the opportunity to combine a
system which merely recognises what a
person has said (speech recognition)
with a biometric system which distin-
guishes whether the voiceprint matches
a print already on file (speaker verifica-
tion), hence verifying the user’s claimed
identity.

For example, if a financial institution
wanted to provide an added level of secu-
rity to its telephone-based application,

instead of simply ascertaining whether a
person has uttered the correct password
or PIN, it could integrate a speaker veri-
fication engine to ensure the password
was uttered by the correct person. 

According to Tim Morgan, CTO of
VoxGen, a company specialising in pro-
viding speech technology applications:
“This sort of approach can provide a ten-
fold increase in security.”

VoxGen is working with Capgemini
to evaluate the use of voice-based bio-
metrics for a number of applications
within the UK Government.

One area where it could prove useful
is in the filing of self assessment tax
returns over the phone. A more basic
system has already been in place for the
last three years, using speech recogni-
tion to validate information such as a
taxpayer’s date of birth and ID number.
The addition of speaker verification to
the authentication equation would raise
the security bar even further.

Card not present
In security circles there is a well-known
user-authentication hierarchy starting
at the bottom with something that the
person possesses, such as a bank card.
Next up is something that a person
knows, such as a PIN. These two form
the basis for today’s chip and PIN bank

card infrastructure, which is already
proving successful in reducing plastic
card fraud. The next level up in the hier-
archy is “something that you are” – in
other words a biometric. Clearly,
enhanced security can be achieved by
combining two or more of these factors
of authentication. 

In the world of chip and PIN, the
biggest area of fraud is when the card is
not physically present (CNP), such as
transactions made over the telephone,
when online or via mail. According to
APACS (the UK trade association for
payments), while all other forms of plas-
tic card fraud dropped from 2004 to
2005, CNP fraud rose by 21 per cent to
£183.2 million.

Speaker verification companies
believe that their technology could be
ideal for addressing internet, and partic-
ularly, telephone-based fraud. Currently
telephone transactions are based purely
on single factor authentication (some-
thing the caller knows). By adding
speaker verification this can be upgrad-
ed to two factor authentication, helping
to thwart potential fraud.

Calling all call centres
Whilst biometrics are undoubtedly
good at enhancing security, there is the
possibility that adding biometrics could
be an inconvenience for the end user.
However, implemented in the right
way, it can actually streamline the over-
all process. Morgan at VoxGen points
out: “It is important to achieve the
highest level of security in the least frus-
trating way for end users.”

According to VoxGen, a call to your
typical call centre is already a tedious
process. “It is amazing how many times
a valued customer can be asked to verify
their details, and how long this process
can take – often about 30 per cent of a
typical conversation. We are now able to
streamline the front end process and not
only provide huge cost savings, but also
provide a much more pleasant experi-
ence for customers,” Morgan contends.

Based on all this wasted time authen-
ticating customers, VoxGen has calcu-
lated that call centres – which are a
prime market for speaker verification
technologies – could save in excess of
£1.4 million per year assuming they had
400 operators. This sort of saving
quickly pays back the initial investment
and, as a valuable spin off, can ensure
that customers are less frustrated when
they do make first contact with a human
operator.

Voice biometrics find their calling?
Compared with fingerprint, facial and iris recognition,
the human voice is not the most obvious or indeed
fashionable biometric, but in the same way a
fingerprint has distinct minutiae, so a person’s vocal
characteristics provide a fabulously rich source of
information, which can be used to verify identity.
Organisations are increasingly understanding that
voice biometrics could not only save them money, but
also provide added benefits to customers and staff.
BY MARK LOCKIE

Whose fingerprint system protects
£10,000,000 CASH every day?

Whose secure products protect
5,000,000 credit cards (Swedish
banks) – and it’s not using chip ‘n’
pin?

Established in 1987 TSSI Systems is
the UK’s leading manufacturer of fin-
gerprint biometric readers, access con-
trol and fraud prevention solutions.

We manufacture the award winning
Verid+ fingerprint reader (shown
right) that will easily integrate into
access control systems. We also pro-
duce modules for use in third party
applications such as time & atten-
dance systems.  

TSSI solutions delivered include
Cash in transit, time and attendance
and biometric access control. Why
not visit us at Biometrics 2006 stand
Number 203. 

Verticals include healthcare enti-
ties, retailers, airports and financial
institutions. Customers include Dept
of Health, NHS, MOD and the John
Lewis Partnership.

Razzak Sheikh, TSSI Systems Ltd
Tel: 01793 747 700 
Email: info@tssi.co.uk
Web: www.tssi.co.uk

Identify: Friend or foe?

� The human voice contains a huge
amount of information which can be
used to verify identity

“Speaker verifica-
tion companies

believe that their
technology could be
ideal for addressing

internet, and particu-
larly, telephone-based

fraud”

Conference: 18–20 October 2006
Reduced rates until 11 August 2006 

Hear from international experts on the latest 
biometric technologies and applications – from 
access control to payment methods.

Keynote speakers include:
Joan Ryan MP, UK Home Office

Jerry Fishenden, Microsoft’s National Technology 
Officer for the UK

Exhibition: 19-20 October 2006
Register now for free visitor entry

Visit Europe’s largest ever exhibition on 
biometrics featuring solutions for business and 
the public sector.

Conference and Exhibition Registration at:

www.biometrics2006.com
Enquiries Tel: 01367 718500 

Westminster, London, UK

www.biometrics2006.com
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Other early instances include Chi-
nese merchants in the fourteenth

century who used ink to stamp chil-
dren’s palm prints and footprints on
paper to help distinguish young chil-
dren from one another. 

Body measurements
Fast forward to the late 1800s, and in
1880 William James Herschel and
Henry Faulds recognised the unique-
ness and permanence of fingerprints,
and made the mental leap to suggest
they could be used to identify criminals.

However, fingerprinting criminals
did not take off immediately. Rather, in
the 1890s, a police desk clerk in Paris
called Alphonse Bertillon developed a

method that took many different physi-
cal body measurements, which taken
together were supposed to be unique to
an individual. 

This Bertillonage method was adopt-
ed by police throughout the world,
until the famous 1903 case of the Will
Wests. The Wests were found to have
identical body measurements, and this
was a killer blow to the technique. 

This development gave a boost to fin-
gerprint identification. Francis Galton
designed an elementary system for clas-
sifying fingerprints based on grouping
patterns into arches, loops, and whorls,

and this system was improved by Lon-
don police commissioner, Sir Edward R.
Henry. The resulting Galton-Henry
system was published in June 1900 and
was already in use by Scotland Yard
from 1901, putting it into prime posi-
tion for widespread adoption.  

The technique is still the most widely
used method of fingerprinting, but
increasingly today the infallibility of
fingerprints is being called into doubt. 

Automatic systems
From the early 1900s, there was a lull,
with just a few isolated pieces of

research into the uniqueness of the reti-
na (which was turned into a workable
product in 1985), until the 1960s. It
was then that the Miller brothers in
New Jersey, USA, launched a device
that measured the length of people’s fin-
gers automatically – the true mark of a
modern biometric system. 

Speaker verification and signature
verification were also developed in the
1960s and 70s. A system to identify iris
patterns, meanwhile, was launched
commercially in 1995. An automatic
DNA identification system is likely to
emerge in the not too distant future.

Back to the beginning
Biometrics go back a lot further than you might think
– perhaps even to Egyptian times. It is believed that
workers of the day were sometimes identified from
easy-to-measure bodily characteristics, such as
height, eye colour or scars. This was to ensure
workers did not claim more provisions than they were
entitled to – much in the same way as today’s
governments are looking at biometrics as an answer
to lessen benefit fraud.
BY MARK LOCKIE
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In December 2002, ISO (the Interna-
tional Standards Organisation) set up

a group called SC37, which has since
responded rapidly to demands from
industry to deliver biometric standards
that support the mass adoption of bio-
metric technologies.

To date, nine base level standards
have been completed, and even prior to
their publication many were adopted by
industry. This includes the use of face
data interchange formats within the
first generation biometric passport now
being issued by the UK’s Identity and
Passport Service.  

High output
To achieve this high level of output – in
record time for standard development –
required the worldwide experts to meet,
discuss and agree on a very regular basis.
There have been eight working group

meetings since inception. The latest
series of working group meetings and
plenary session was held in London
between the 3 and 11 July.

The London meeting attracted the
largest ever gathering of experts, some
165 members, and excellent results
were achieved in progressing the stan-
dards activity. It is expected that a fur-
ther six standards will be published in
2006 and a further 12 in 2007.

In addition to biometric standards
being adopted by ICAO (the Internation-
al Civil Aviation Organisation) and the
EU for all machine readable travel docu-
ments, the International Labour Organi-
sation (ILO) has adopted the biometric
standards for its Seafarers Identity Card. 

SC37
SC37 is organised into six working
groups that cover vocabulary, inter-

Standards development far from standard
Biometric standards have undergone a dramatic
revolution in recent years. At the turn of the
millennium, the standards landscape could only have
been described as ‘patchy’ and the lack of standards
was seen as a major detractor in the roll out of
biometrics on a wider scale.
BY BOB CARTER,CHAIRMAN IST/44

Identity Solutions comprises a team of experts with many
years of unrivalled experience in biometrics. As well as provid-
ing expertise to systems integrators, biometric solution suppli-
ers and end users, Identity Solutions helps companies world-
wide develop and implement appropriate business strategies.
We pride ourselves on our ability to support both end users and
those companies operating in the biometric market place. 

We offer a range of training courses that deliver the knowl-
edge needed for you to make informed decisions and to build
an effective business case for the use of biometrics in your
business environment. These courses will help increase effi-
ciency and overall profitability by helping you get it right
first time.

If you require a single biometric door lock, a biometric fin-
gerprint PC logon solution, a complete corporate identity man-
agement solution, or even a national civil identity manage-
ment solution, contact us today.

NEWS IN BRIEF

US biometric company Viisage
Technology has announced its

intentions to acquire privately-
held Iridian Technologies, the

company responsible for the initial
development and commercializa-

tion of iris recognition technology.
Iridian's intellectual property port-

folio and industry-standard iris
recognition algorithm will be com-
bined with Viisage's wholly-owned

subsidiary SecuriMetrics.

An automated border process-
ing system – called Smart Gate

Series 1 – is to begin operating in
Australia from February next year.

The systems is designed to match a
live facial image of a traveller

against the digitised photo stored
on the chip embedded within their
ePassport. SmartGate will be intro-
duced for Inwards Border Process-

ing first. It is planned that Out-
wards Border Processing will also

be automated in the future but this
work has not yet been scheduled.

faces between biometric components,
image standards (face, fingerprint, iris
etc) profiles for specific applications,
testing and reporting of the results of
tests, and cross-jurisdictional and soci-
etal aspects.   

To support this international ISO
activity, the British Standards Institu-
tion (BSI) created a shadow committee,
IST/44. The group meets several times a
year to establish a UK view on issues
and then represents the UK at the inter-
national meetings. The UK is the sec-

ond largest contingent, after the USA,
at the international meetings and it has
played a pivotal role within SC37 and
benefits from the scientific approach
and academic support, rather than
being influenced by a single company’s
technology.  The UK is the leader in the
performance and testing of biometric
devices and formats and benefits from
the excellent early work completed by
the National Physical Laboratory
(NPL). The UK chairs the working
group on testing standards.  
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There are many places where bio-
metrics can be useful, from secur-

ing access to sensitive areas to providing
a fast track way for passengers to clear
immigration.

One novel application using biomet-
ric technology has just been announced
by Scandinavian Airlines. It is using a
fingerprint-based biometric system to
ensure that passengers checking in
their baggage for domestic flights are
the same people who actually board the
plane. Swedish biometric company
Precise Biometrics will provide the

system architecture as well as its fin-
gerprint readers.

Passengers have their fingerprint
images captured at baggage check-in,
which are stored and used to match
against the person’s live fingerprint at
the boarding gate. Peter Söderlund, vice
president, Product Concepts, SAS, com-
ments: “Personal privacy is maintained,
as we only store the fingerprints for as
long as it takes for the passenger to
move from baggage check in to the
boarding gate. One of our next steps is
to store the fingerprint on a card.”

The roll out will start in early Sep-
tember at the domestic airport Luleå,
which is in northern Sweden. 

Self service
SAS wants to go even further towards
making the check-in process entirely self
service. Its ultimate aim is to have passen-
gers check in before getting to the airport
via the internet or at self service kiosks in
train stations or large companies. They
would then arrive at the airport and check
in their baggage automatically using the
biometric system to create the important
luggage-passenger link.

Terminal 5
Another biometric application, which
has not yet been rolled out, but will

affect millions of UK passengers is a
biometric system which may be imple-
mented at Heathrow airport’s new Ter-
minal 5, when it goes live in March
2008. It could appear even earlier in
Terminal 1, perhaps from next year.

The system is designed to allow
domestic and international flight
passengers to mingle in an integrat-
ed departure lounge, so enabling all
of them to access the full range of
facilities.

Currently this does not happen at
Heathrow. The requirement is to pre-
vent domestic and international passen-
gers switching boarding cards and
allowing a foreign passenger to enter the
UK without ever having to clear immi-
gration control. 

Jill Murphy, T5 process solutions
manager, T5live, Heathrow Airport
Ltd, explained that her team is looking
at a new biometric system that would
allow passengers to mix without the
possibility of a boarding pass switch
taking place. 

Murphy commented: “We looked at
3D face, fingerprint, palm vein and iris
recognition. We required the system to
be greater than 99 per cent accurate.
Timing was also important as the brief
was to enrol people as they entered the
lounge within a 10 second time frame

and verify them when exiting the
lounge within an 8 second time frame.” 

Live tests using volunteer passengers
took place in the premium check in area
of Terminal 1 last year. Then, just before
Christmas, the system was introduced
to the wider domestic passenger market
in Terminal 1. 

In the end, the technology options
boiled down to a 3D facial recognition
system from A4 Vision and a fingerprint
system from Dermalog, although it is
believed that the fingerprint system has
since been chosen. 

From a privacy point of view, the sys-
tem will sidestep some of the issues
under the Data Protection Act.  Its pur-
pose is not to check who the passengers
are when enrolling or verifying their
biometric. It is simply verifying that
the person entering the departure
lounge with a boarding card is the same
person who exits with the same board-
ing card.

Will the system work? One area of
real concern to Murphy, is the amount of
time needed to register the biometric in
the first place. “There is definitely scope
to develop the design of the fingerprint
system and the ergonomics of the layout
to reduce this,” Murphy said. “I am con-
fident that the system will perform to
meet our requirements.”

Biometrics to fly in airports?
There is a saying in airport security circles that “once
you’ve seen one airport, you’ve seen...one airport”. Such
is the environment for biometric suppliers who are
attempting – and in some cases succeeding – to sell
their systems to the aviation sector.
BY MARK LOCKIE
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Among many innovations the air-
port has made, one of the highest

profile projects was a decision to use iris
recognition technology. It’s a decision
that not only lays a foundation for han-
dling steeply increasing numbers of pas-
sengers, but also delivers convenience
and appropriately robust security,
which, as the tragic events of September
11 2001, showed, leave no room for
error when distinguishing between
tourists, terrorists and tarmac workers. 

The PRIVIUM automated border
crossing program piloted in 2001 has

since expanded. It was developed in
conjunction with the Dutch Border
Police and Immigration and Naturalisa-
tion Services. Travellers with passports
from the EU, Norway, Iceland and
Lichtenstein can apply for an automatic
border clearance card. Embedded with
an iris biometric template running on
iris recognition systems from LG Elec-
tronics, the smart card verifies the iden-
tity of a traveller and allows passage
through the gate in an automated bor-
der control lane. 

Evaluated for security, reliability and
data privacy, the system was also found
to be well within defined eye safety
standards. Iris-embedded PRIVIUM
cards cut waiting times in designated
lanes to an average of 11 seconds. The
program, for which there is an annual
charge, affords other convenience bene-
fits to its more than 30,000 members.
These include preferential parking priv-
ileges, a lounge, and check-in services
for over 20 airlines.

Positive experience
Schiphol’s PRIVIUM experience led to
expanded use of iris recognition when it
was selected for a new badging system
implemented in 2004-2006 for thou-
sands of airport workers employed by
more than 500 companies operating at
Schiphol. Improving operational
processes and reducing the risk and
recurring labour costs associated with ID
checks drove an initiative that delivered
linkage between individuals and creden-
tials while providing a visual and iris-
based identity system with multi-layer
security features for use by Schiphol and
Dutch security organisations.

LG’s IrisAccess system is deployed in
tandem with special portals controlling
airside access. These are even calibrated
to take into account an individual
employee’s weight to detect and deter
tailgating or piggybacking. 

The new system delivers improve-
ments in more than just security per-
formance. Identity management process
improvements resulted in streamlining
application workflow, and a three step
badge-issuing process, once documenta-
tion is collected and vetted, takes just
12 minutes.

Going global
With visible improvements made,
Schiphol has not been content using the
technology solely in-house. The
Schiphol Group created a subsidiary –
Dartagnan Biometric Systems  to take
solutions developed for Schiphol and
productise, customise, and market them
around the world. One of its most recent
successes has been the recent unveiling
of a PRIVIUM-like iris-based traveller
authentication program in Jakarta,
Indonesia. There, Asian frequent trav-
ellers can now clear borders using iris
recognition from LG in a Dartagnan-
designed and implemented program
called Saphire.

An eye on the future at Schiphol
Established in 1916, Amsterdam’s Schiphol is the
oldest airport in the world. Yet, as a consistent
innovator, Schiphol has a clear view on where the
future of air travel is headed. It is committed to
delivering on demands for the 21st century, and
providing the ultimate passenger experience and
security to match. 
BY DAVID JOHNSTON

IBM participates in the biometrics
industry at a number of levels. As a

systems integrator, the company selects
and implements the most appropriate
technologies available in this dynamic
marketplace. It also provide biometrics
expertise and services, while in research
it has pioneered new techniques in large
scale identification and security. 

As a technology provider, IBM’s
processors are used by most of the lead-
ing biometric vendors to power their
software. All these strands share IBM's
values of insight, objectivity and inno-
vation – Business Week ranked IBM
tenth in its 2006 “Top 25 innovative
companies”. 

One way the company is boosting
biometrics as a commonplace technolo-
gy is through its InnovationJam – a new
form of collaborative innovation involv-
ing IBMers, their clients, business part-
ners and even family members – which

is aimed at creating real solutions that
advance businesses, communities and
society in meaningful ways. The Inno-
vationJam includes ideas on specific
biometric technologies covering
authentication and identity protection. 

Cancel that biometric
Biometric identifiers, such as the pat-
tern of your iris or voice, are always with
you, so you can’t forget or lose them,
making them better than a secret PIN
or password. However, their digital rep-
resentation used by identity systems
could be lost or stolen. IBM’s research
on Cancellable Biometrics (CB) enables
a body-based measurement, such as a
fingerprint pattern, to be used as a
secure identity authenticator. 

CB helps to protect against biometric
identity theft by adding a level of mask-
ing to help solve current biometrics
offerings’ privacy and security short-

comings – in other words it does not
reveal a person’s true biometric. While
it reads a physical characteristic, it does-
n’t transmit the original image. Instead,
it warps the image and uses this
“warped” version as the agreed-upon
credential. If someone breaks into the
database of “warped” versions, CB can-
cels the first version and generates a new
one to replace it. This way, CB stays one
step ahead of identity thieves – a warped
image cannot be “reverse engineered”
back to the original biometric. 

Results count
With today’s security challenges, it is
results that count. IBM not only has
extensive knowledge in biometrics-
based systems, but also has a framework
for implementing cutting-edge tech-
nologies designed to enhance them.
What is more, IBM can leverage its
worldwide network of strategic collabo-
rative relationships to match up each
strategic objective with the most appro-
priate world-class technology. 

• For further information about IBM’s
capabilities in this area please contact Nicola
Bolton, Government Industry Director –
nicola_bolton@uk.ibm.

Corporate profile: IBM
With more than 80 years of leadership in helping
governments and businesses innovate, IBM is the
world’s largest information technology and services
company. 
BY NICOLA BOLTON

Schipol Airport is committed to deliver-
ing for the 21st century �

“Schiphol’s 
experience with iris

technology in 
PRIVIUM led to its 
selection at the heart

of a new badging 
system for thousands

of airport workers
employed by more

than 500
companies”

The PRIVIUM automated border crossing
program was developed in conjunction
with the Dutch Border Police
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banes-Oxley security standards. To
access the system, remote staff are being
issued with ThinkPad laptops from
IBM, which embed a fingerprint device
to authenticate the user. 

Out of all the biometrics being used
in PCs, notebooks and tablets, the over-
whelming favourite is fingerprint recog-
nition. According to AuthenTec, finger-
print sensors can now be found embed-
ded within notebooks from nine of
today’s top ten manufacturers, including
IBM, HP, Lenovo, Fujitsu, Dell and
Toshiba. Apple is the only top ten com-
pany not currently providing an embed-
ded fingerprint sensor option.

Size matters
Size is important when looking at bio-
metric devices in the IT environment.
Desk space is always at a premium,
while ever-smaller laptops are clearly
short on room.

Some biometric techniques are soft-
ware-only, and so eliminate any form of
physical footprint. Other devices save on
space by being built in to existing hard-
ware, such as a mouse, keyboard or even a
computer monitor. Tablet PCs and PDAs
are usually able to measure pressure lev-
els when somebody uses a stylus to input
information, and so can easily be used in

conjunction with dynamic signature ver-
ification systems to verify identity. Most
new PCs, meanwhile, have microphone
input devices and so can be used with
voice recognition systems.

There are a host of other biometric
peripheral devices, which can be used to
verify identity. These can be standalone
devices, or embedded in products that

can be carried from one PC to another,
such as a memory stick. Biometrics
brings convenience and security to the
world of IT, and while it is unlikely we
will ever see the back of passwords,
they could certainly help alleviate the
problem, as well as helping companies
to streamline their operations and meet
regulatory requirements.

Password overload?
Whether it’s to log on to an internet banking website,
a corporate network or a company notebook loaded
with sensitive information, the number of passwords
the average person is having to remember is spiralling
out of control.
BY MARK LOCKIE

Atrue doorway to desktop (D2D)
solution provides integrated physi-

cal and logical access and identity man-
agement granted through a single form
of authentication, such as a biometric,
and is administered using a single syn-
chronised deployment system. In other
words, an end user has the opportunity
to walk into their office premises using
their fingerprint and then log on to the
company network using the same means
of verification. Meanwhile, the company
would have a single place to enable – or

disable – access across the organisation.

Holding back?
There are a number of reasons why com-
panies might be holding back on imple-
menting such systems. Firstly, there are
only a handful of companies with the
correct experience in logical and physi-
cal implementations. Equally, however,
internal politics can play a factor, pri-
marily because D2D projects typically
require budget and sponsorship from
more than one department.

Door to desktop?
Increasing pressures on companies have led them to
revisit the way in which they look at identity and in
turn security. An area which continues to attract
attention is combining building and PC access. 
NEIL NORMAN,MD OF HUMAN RECOGNITION SYSTEMS

BMS Biometrics has been delivering
Secure Network Fingerprint Logon for the
past decade. The SentriNET solution is
used across many industries including
banks, oil corporations, the police,
schools, hospitals, a host of government
agencies and many medium sized
companies. What is common across all
these organisations, is the drive to know
with certainty, who is logging on to your
network and accessing sensitive
information.

Tim O’Neill – Assistant Director for IT at
the Security Industry Association (SIA)
said: “The SIA chose biometric
authentication from BMS Biometrics over

passwords for a number of reasons
including:

Security –  The technology provides
strong authentication, encryption and
access control. Plus people don’t have to
remember passwords, or share them with
other staff or need to write them down for
fear of forgetting them.

Cost-savings – We have made large
savings on help-desk calls and IT support
as people no longer forget their passwords.”

You will find these benefits are repeated,
time and time again across all our
SentriNET sites.

10 Free Consultations &
Secure Information Guides

We are offering Ten Free Secure
Fingerprint Network Logon Consultations. 

To claim a free consultation or your
Information Guide please phone Julie
Barnard, now, on 0845 072 4020 or email
info@BMSBiometrics.co.uk. 

For further information please visit our 
website: www.bmsbiometrics.co.uk

Get the facts free, about Secure Fingerprint Network Logon

…because it’s got to be you 

According to Microsoft, a strong
password should appear to be a ran-

dom string of characters to an attacker. It
should be 14 characters or longer (eight
characters minimum). It should also
include a combination of uppercase and
lowercase letters, numbers and symbols.
So, as an example, Qpft3UP$184hgf
would be rated as a very strong pass-
word, whereas p@ssword would not. It
is clear to see then, why many people –
especially those who take passwords seri-
ously, and don’t just put in the name of
their husband, wife or pet – are feeling
somewhat overwhelmed.

For those people seeking an answer to
password overload, there are options out
there, and biometrics are increasingly
being considered as a cost effective, con-
venient and secure solution. Configura-
tions range from securing a single PC
using a mouse with embedded finger-

print sensor to network-based logon
solutions, which can be enhanced even
further with a biometric single sign on
solution that allows users to use a host of
software applications without having to
authenticate each and every time they
are accessed.

Fingerprint
A good example of a biometric based
single sign on solution in action can be
seen at Yell, an international provider
of telephone directory services. It
recently announced it is undertaking a
major fingerprint technology roll out as
part of a single sign-on solution that
will allow thousands of UK-based staff
to log on to its computer network
remotely. 

The company said that the move was
designed to help it meet compliance
regulations, such as BS7799 and Sar-



Businesses, large and small, are
gradually switching on to the idea

that the technology can provide bene-
fits in terms of convenience, safety and
security. 

Some companies will inevitably
embrace the technology sooner rather
than later. According to RCG, a lead-
ing biometric company headquartered
in Hong Kong, it is vital these early
adopters understand that biometrics
should not be merely bolted on to
existing infrastructure, ad hoc – per-
haps putting one reader on one door.
To obtain the full benefit of using the
technology, RCG’s chief technology
officer Dr KH Shum, contends that
corporations should take an holistic
approach. This could mean linking a

biometric-based physical access con-
trol system with network and com-
puter access.

Shum also believes that corpora-
tions should work toward using dif-
ferent biometric devices and products,
where appropriate, to integrate with
business tools, such as enterprise
resource planning (ERP) systems. 

A noticeable trend, which could
impact a company’s implementation,
is the combination of biometrics with
other emerging identification tech-
nologies, such as Radio Frequency
Identification (RFID) cards. 

According to Dr Shum, whose R&D
team has perfected the combined
RFID/biometric concept: “RFID is an
emerging technology for ‘tagging’
human beings. It has many benefits
and could appear in the form factor of a
staff card, an RFID wristband for
patients or new-born babies in health-
care industry, among many other appli-
cations.”

Security or convenience?
In a world where biometrics are being
advocated for use in high security
applications, such as passports, visas
and ID cards, it is easy to believe that
the technology is solely geared up to
provide enhanced security.

“Not so,” says Dr Shum. He believes
that convenience and enhanced efficien-
cy are arguably the most compelling fac-
tors that will sell biometrics. “For sure,
there is demand for biometric products
by customers who really need high lev-
els of security. However, ultimately, the
market size will be limited,” Shum says.

Accordingly RCG, which produces a
range of biometric products using fin-
gerprint and facial recognition, believes
that the biggest market will come from
use of biometrics in the corporate and
consumer environments. And added
convenience will be the key selling
point. Something that sets RCG apart
from many European producers is the
appearance of the company’s biometric
products, which, as well as performing
to a high degree of accuracy, are also styl-
ish, trendy and fun, rather than bland,
dull and black. This approach could help

improve customer or staff acceptance,
which is a vitally important factor to
consider when rolling out a biometric
system. As Dr Shum points out: “Securi-
ty is one thing, but if you are spending
hundreds of dollars, why not offer your
product in a different colour or style!”

Biometrics 2006, Stand No. 207 
Website: www.rcg.tv

Contact us at inquiry@rcg.tv for
business enquiries; for technical
inquiries, contact 
Dr Shum at khshum@rcg.tv

Plotting a course towards a biometric future
The swift development of international standards, 
the increasing accuracy of the technology and its
escalating use by governments in large-scale ID 
programmes have helped to catapult biometric 
technology to new levels of awareness within the
corporate world.

Corporations should take an holistic
approach to obtain the full benefit of
using biometrics, contends Dr KH Shum,
RCG's chief technology officer �

Human Recognition Systems can help you solve the puzzle
Human Recognition Systems is an experienced biometrics solutions provider.  Our proven track record of

successful deployments using facial, hand geometry, iris and fingerprint recognition has solved many

real-life business problems across blue-chip companies and Government. With extensive technical

expertise and strong emphsasis on Project Management, we are equipped to deliver biometric projects

from a Proof of Concept through to enterprise-wide rollout.

Our unique capability and unrivalled deployment experience makes Human Recognition Systems partner

of choice for both end-customers and large systems integrators in delivering biometric solutions.
Click: www.hrsltd.com
Call: +44(0)151 230 5187

Biometrics Puzzling You?

Consultancy

Network Security

Doorway to Desktop

Mobile Identification 

Citizen ID Programmes

Bespoke Systems

bringing biometrics to life
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At that time, responsibilities for
homeland security were dispersed

among more than 100 different govern-
ment organisations. To put this state of
affairs right, in June 2002 President
George W Bush announced the forma-
tion of a dedicated Department of
Homeland Security (DHS).

Needle in a haystack
A major emphasis for the DHS was on
securing borders, the transportation sec-
tor, ports and critical infrastructure.
This, in turn, created a strong demand
for biometric technology, despite its rel-
ative infancy in large-scale programmes.
It is no exaggeration to say that the bio-
metric industry has advanced further in

the last four years than in the whole of
its history.

Two fingers
Like many countries around the world
which had also moved security to the
top of their agendas, the Department of
Homeland Security faced, and still
faces, a conundrum that must be
addressed. How do you identify, out of
the many millions of foreign nationals
who seek entry each year, those few who
may be threats to national security?
Immigration authorities are effectively
searching for needles in haystacks.

Making the job even harder, according
to Fred Preston, Director UK Identity
Management and Security Solutions at
Motorola, a company which has been sup-
plying biometric solutions in Europe for
30 years, is the need for a balancing act
between economics and security. “A
screening process is needed that allows
legitimate visitors through with minimal
delay and inconvenience, while helping
to stop the bad guys,” Preston explains. 

In the USA, the US-VISIT pro-
gramme is the centrepiece of its govern-

ment’s efforts to transform border man-
agement and immigration. It requires
ten finger scans and a photo to be taken
from all first-time visitors.

Other nations are also implementing
biometric border control systems.
Motorola recently began work with the
Swiss Government, implementing a
nationwide border control system. A
notable feature about this implementa-
tion is the provision of a mobile auto-
matic fingerprint identification system,
which allows field operators to connect
seamlessly to Switzerland’s 26 cantons.
According to Preston: “We have similar
systems under way in Ireland and with
the Belgium Refugee Bureau.” 

Beyond the document
Following 9/11, a huge amount of ener-
gy was focused on creating identity doc-
uments, such as biometric passports and
national ID cards, embedded with chips
and biometrics. 

Now that these projects are under
way, some believe that implementers
need to go beyond just ensuring the
integrity of the physical document.
According to Dr Joseph Atick, Presi-
dent and CEO of Identix, one of the
industry’s leading multi-biometric
players: “Trusting the issuer and the
process are just as important and are
more complex than focusing purely on
document integrity.”

Duped?
A genuine ID card fraudulently issued by
an agency worker – one who was perhaps
bribed or disgruntled with their employ-
er – would be more dangerous than a
counterfeit equivalent. However, agency
workers don’t have to be corrupt for the
system to fall down. A perfectly innocent
operator could be duped into issuing a
credential to a false identity, because they
have not spotted that supporting identi-
ty documents are fake themselves –
increasingly easy with today’s high quali-
ty digital printing tools.

Atick says that there is a lot that bio-
metrics can do to help resolve the prob-
lems. Some organisations are consider-
ing implementing ‘knowledge discov-

ery’ systems. This is where a search is
carried out against databases in order to
weed out people attempting to get mul-
tiple credentials, or to uncover whether
someone is on a ‘watch’ list. 

Atick highlights the experience of
the US Department of State, which has
implemented a large-scale knowledge
discovery system using facial recogni-
tion in the processing of visa applicants.
According to Atick, the system has 52
million records and handles thousands
of searches per hour. The system has
been credited for discovering and pre-
venting more than 100,000 cases of visa
fraud so far.

Magnet
The job of securing a nation’s border is
a difficult, expensive and often thank-
less task. However, biometrics are
becoming a valuable addition to the
overall solution. Perhaps think of the
technology as a strong magnet helping
to search those haystacks for rare, but
poisonous needles.

A secure homeland
The sickening terrorist events of September 11 2001,
changed the world for ever. In the USA, alongside its
grief, an almost immediate reaction was for all levels
of government to cooperate like never before to
strengthen aviation and border security. 
BY MARK LOCKIE

ANYTIME, ANYWHERE

There are lots of reasons why authorities might want to verify a person’s identity using a mobile reading device, rather than a fixed
terminal. From a police officer interrogating a suspect whilst out on the beat, to a soldier identifying prisoners of war via their fin-
gerprint or iris, or an ally via their credential. 

With credentials increasingly containing biometrics stored on chips, alongside more traditional 2D barcodes or magnetic stripes,
it is becoming clear that mobile reading devices need to be multi-faceted.

One company providing such a reader is Datastrip, operating from the UK and USA. It has a range of models that do everything
from decoding 2D bar codes to reading passports and contact and contactless smart cards. The company also offers the capability to
instantly match a live fingerprint to a biometric template.

Units such as Datastrip’s, can be made lightweight – perhaps weighing in at less than two pounds. This is an important consider-
ation as they will often be just one of many items carried by the user – think of the soldier on the battleground. 

Datastrip’s readers have been specified in numerous projects, from a large integrated border control project in Serbia to their use
in police cars by officers in Harris county, Texas. Earlier this year, the company also announced its readers are being used by the State
of Florida to increase security of its ports by enabling guards to verify a worker’s biometrics anytime and anywhere. 

Other mobile readers on the market are able to read faces, irises, signatures, voices and so on. And they all contribute to a well
thought out integrated identity architecture.

� Following 9/11, a huge amount of
energy was focused on creating identity
documents, such as biometric passports
and national ID cards, embedded with
chips and biometrics

This is because in the early days of
biometrics, the technology was far

from cheap. Consequently the only
types of locations willing to pay for such
security included military, nuclear or
government facilities.

Times have certainly changed. While
the technology may still look futuristic,
thousands of businesses today use bio-

metrics to access their buildings or secure
areas. Prices have come down. Matching
accuracy and speed have improved dra-
matically. Integration of the technology
into existing infrastructure is much bet-
ter defined. Standards for biometrics
exist. And the whole idea of biometrics is
becoming more palatable to workers,
who have either heard about, or even
been exposed to, the technology.

Technology choices
Biometric access control systems offer
many advantages. It is well documented
that passwords and PINs can frequently
be compromised, while keys and tokens
are easily stolen. Biometric technology,
on the other hand, guarantees that the
person gaining access to a door is truly
the person to whom the access privilege
was originally granted. 

Most biometrics have been used for
physical access control at some point or
another. But today the leading tech-
nologies include fingerprint, hand
geometry, iris recognition, facial recog-

nition (especially three-dimensional
face systems) and, occasionally, vein
recognition.

Each of these technologies has dis-
tinct advantages and disadvantages,
which, depending upon the scenario,
may or may not be important. For
example, fingerprint and hand geome-
try both require physical contact with
the system, while face and iris do not.
Some of the technologies work well out-
doors in harsh environments, such as a
hand geometry device from Ingersoll
Rand Security Technologies, while
some work well in dimly lit areas, or
even darkness, such as a 3D face solution
from a company such as A4 Vision. 

Minimum fuss
Each of the technologies also has vary-
ing levels of accuracy performance, with
iris recognition, fingerprint and three-
dimensional facial recognition leading
the pack. Price is also an important fac-
tor, with fingerprint systems tending to
be at the low end of the scale.

Any company implementing a bio-
metric access control system has to con-
sider how it will be managed. If a com-
pany is starting from scratch it might be
best to go for a networked biometric
system, where identities can be con-
trolled centrally – very useful when it
comes to revoking a person’s privileges. 

For a small implementation of a couple
of doors, standalone biometric systems
might be best. However, when adding to
an existing access control solution, the
best option might be to store the biomet-
ric templates on a card or token – although
at £4-5 a card this may not be economic in
a company with high staff turnover. 

It is important to understand that
people can quickly get bored of technol-
ogy, regardless of how ‘cool’ it might
seem at the outset. The bottom line is
that people simply want to pass through
a door with the minimum of fuss. So it is
imperative to go for a technology that
creates minimum hassle for the user,
whilst offering the best balance of secu-
rity, convenience and cost.

Who goes there?
It’s the classic biometric scenario. A scientist presents
their biometric to a futuristic looking reader, and after
a moment or two of waiting, the light turns green and
the door to a top secret laboratory swings open. It may
be a bit James Bond, but the use of biometrics in access
control scenarios may well have started off in
futuristic applications such as these. 
BY MARK LOCKIE
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This symbol means you are now offi-
cially part of an expanding interna-

tional movement which is seeing mil-
lions of citizens worldwide being given
passports containing embedded con-
tactless microchips – in other words
chips that can be read by merely passing
them close to a passport reader. 

Within Europe, Belgium was the
first country to introduce the new bio-
metric passport in November 2004. It
was followed by Sweden, Norway and
Germany in the last quarter of 2005,
and it is believed that almost 50 states
are now upgrading their passports to
include contactless chips and biometric
information over the next two years.

Despite it being the biggest innova-
tion in travel document security for
more than 50 years, the data within the
chip is fairly unremarkable. Other than
your digitised facial image, it contains
the same personal information as can be
found on the passport’s bio-data page.
However, the fusion of digital chip
security with traditional physical secu-
rity techniques, such as holograms or
watermarks, has been a vital move and
one that was contemplated well before
September 11 2001, although the ter-
rorist attacks in the USA certainly acted
as a catalyst. 

The new documents now present a
real headache for any potential docu-
ment forgers wanting to create a fraudu-

lent passport. The addition of a biomet-
ric facial image also helps tie that docu-
ment to its owner, making a stolen pass-
port less valuable. And at some point in
the future, the biometric within the
chip could be used to perform a live bio-
metric comparison at immigration con-

trol – although no firm plans have yet
been announced to do this. 

Bernard Herdan, Executive Director
for Service Delivery at the Identity &
Passport Service (IPS) points out that
attempted levels of passport fraud are
rising and this is why producing more
secure documents, while a vital move, is
just the first step in the UK’s effort to
improve security. Soon there will be
tougher ID checks and eventually more
biometrics will be introduced into the
documents, creating irrefutable links
between the document and its owner.

The UK Passport Service (now part of
the IPS) picked up 1,500 attempted
fraudulent postal passport applications
last year and, of those, 75 per cent came
from first-time adult applicants. In
order to stamp out this level of fraud,
rather than being allowed to send in
their application by post, from early
next year first-time adult applicants are
to be interviewed face to face at one of
69 new offices, or at an existing facility. 

According to Herdan, most of the
population will be within 40 miles of an
office, and many will be within 20
miles. However, for those in more
remote areas, such as the Scottish Isles,

other arrangements are being consid-
ered, such as using remote web camera
technology.

The next step for passports in the
European Union – the integration of
fingerprints – is more contentious and
will be technically more complicated, as
strong encryption will need to be adopt-
ed to lessen any concerns over possible
infringements on privacy. 

It was recently announced that EU
member states have until 28 June
2009 to include fingerprint data.
Although the UK is not bound by this
deadline, it has already said publicly
that it fully expects to comply with
the legislation and that will mean a

trip to a passport office for all of us.
But in the end the effort should be
worth it. As Herdan points out: “We
do not want British citizens to have
sub-standard passports.”

Biometric makeover for passports
Take a look at the front page of your passport. If you
are one of the more than 1,000,000 UK citizens who
have been issued with a new biometric passport since
March this year, you will notice a rectangular golden
symbol printed at the bottom of the page.
BY MARK LOCKIE

Seeing is believing
Biometrics have been recently
associated with many negative
headlines in the media. However, as Mr
Stephen Smith consultant at Steria Ltd
said: “Today the application of
biometrics is fairly commonplace. They
are widely used to identify and verify
individuals as an additional means for
securing transactions and/or providing
secured access.”

This technology can be applied to any area where the use of
identity is a required element of human interaction and

features in many areas of our daily lives including shopping,
banking and in engaging with insurance companies and health
care agencies. There are also significant examples of their use in

the fields of education and national security with particular
applications in defence, border control and criminal justice.

Craig Lewis from Steria’s consultancy considers that “if
there is a need for authentication and validation of a human
being there is an opportunity for biometric applications.
There must be balanced considerations that address the
accuracy, effort, processes and security of identity data
required to achieve the predicted business benefit.”

Steria, a leading European IT group, has successfully
designed, built and delivered biometric/identity solutions in
27 countries for more than 15 years. Successful innovative
implementations include Eurodac – asylum seeker identifi-
cation and access control for a major UK based global bank
based on facial recognition.

www.steria.com

DID YOU KNOW?

• You do not need to swap your current passport for a biometric passport until it
expires.

• There are 47 million British passports in circulation today and 6.5 million are issued
each year.

• Stringent new photo guidelines led to a big increase in the number of passport pho-
tos rejected. Today this has fallen back to 6 per cent of the total.

• It’s true, you really shouldn’t smile when having your new passport picture taken.

“The fusion of
digital chip security

with traditional phys-
ical security tech-

niques, such as holo-
grams or watermarks,

has been a vital
move”
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But hold the red carpet,
technophiles. Technophobes, don’t

start looking for a replacement set of
retinas just yet. Studies conducted by

International Biometric Group (IBG),
an independent biometric consulting
and integration firm, suggest that these
sorts of claims might not be telling the
whole story. 

Biometric technologies can be evalu-
ated according to at least three overarch-
ing criteria: a) performance accuracy; b)
usability; and c) vulnerability. Perfor-
mance accuracy addresses how often
individuals are incorrectly identified or
unable to be processed. Usability refers
to the qualities of the system, ranging
from stability under various environ-
mental conditions to public acceptabili-
ty to intuitiveness of use. Vulnerability
subsumes degrees of resistance to
exploitation, trickery, spoofing and
hacking. The first of these three criteria
is the focus of this article.

When dealing with performance
accuracy, four metrics are worthy of
note: false acceptance rates, false rejec-
tion rates, failure to enroll rates and fail-
ure to acquire rates. Virtually all bio-
metric systems operate according to the
same basic process: capture of a biomet-
ric sample; conversion of the sample
image into a template of select, extract-
ed components; and then comparison of
the template or original image with a
previously captured and stored template
or image. The complexities involved
with each stage introduce several oppor-
tunities for error. Placed in real-world
scenarios and removed from the idealis-
tic, heavily controlled environment of
vendor labs, biometric technologies will
manifest these errors. To date, biometric
technologies simply do not perform per-
fectly, and do so infrequently at the lev-
els claimed by their vendors. 

Iris recognition vendors, for example,
often tout their modality’s reputation as
one of the best performing biometrics.
Some claim, for example, that only one

out of every 1.2 million people will be
incorrectly accepted or rejected by an
iris recognition system. IBG’s Indepen-
dent Test of Iris Recognition Technolo-
gy (ITIRT) with 1224 subjects over sev-
eral weeks, however, indicated that
about 130 to 580 of every million peo-
ple could be falsely accepted, depending
on the vendor. More significantly,
between 1.422 per cent and 1.980 per
cent of users could be falsely rejected. 

Other modalities, such as fingerprint,
facial, and voice recognition, in general
decreasing order of performance accura-
cy, exhibit similar differences between
vendor claims and independent evalua-
tion results. Solutions relying on and
combining multiple modalities, howev-
er, yield improved performance with
respect to false acceptance, although
false rejections tend to increase as a con-
sequence of increased stringency. Com-
binations involving fingerprint, face,
and iris biometrics are particularly
potent for their solid and ever improving
performance accuracy, as well as their
special capability to execute both verifi-
cation and identification functions.

It should be noted, though, that con-
text plays a large role in biometric per-
formance accuracy. In the case of the
UAE’s Iris Expellee Tracking Program,
which seeks to prevent illegal immi-
grants and former expellees from enter-
ing a country using fraudulent travel
documents, the UAE claimed a perfect 0
per cent false acceptance rate for over 200
billion template-to-template compar-
isons. But when individuals are encour-
aged unnaturally to keep their eyes wide
open during acquisition, falsely rejected
individuals are deported with minimal
recourse to appeal, and few – if any –
back-up systems are in place to catch
those who slip through the cracks, such
artificial results, even if in technically
real-world scenarios, might be possible. 

While independent evaluations of
biometric technology in environments
emulative of the real world suggest that
vendor claims are often exaggerated, it
should always be remembered, though,
that, overall, biometric technologies
still perform at very high levels, given
their complexity and sophistication.
Furthermore, for some deployments,
the scales at which the technologies are
being used, especially in combination,
can fall comfortably within the accuracy
ranges mentioned above. Plus, biomet-
ric technologies improve every year.
Despite further work to be done, the
future for biometrics remains bright.

Do biometrics cut the mustard?
Hollywood and the United Arab Emirates (UAE) share
something in common. Fascinated with biometrics,
both entities love to depict their biometric systems as
rapidly functioning, virtually infallible high technology
whose only means of defeat lie in elaborate spoofing
or hacking schemes. Several biometric vendors support
this notion, claiming their products can work in a
matter of milliseconds and with absolute precision of
identification.
BY THE INTERNATIONAL BIOMETRIC GROUP

Fujitsu PalmSecure
With exceptional recognition precision,
a host of versatile usability options,
natural hygienic handling and
maximum security, Fujitsu’s contact-
less PalmSecure sensor answers
today’s application requirements for
increased security and secure non-
evasive methods of identifying people.

PalmSecure works by emitting near-infrared light, which
is absorbed by the oxygen-reduced blood on the way

back to the heart, which in turn maps a vein pattern, creating
a raw-image record which is then stored as encoded data in a
template library. Once stored, these templates can then serve
as comparative data to either allow or refuse access.

PalmSecure is available in three separate packages, ‘Palm-
Secure Developer Package’ which includes the sensor and a
software development kit, ‘PalmSecure sensor guide kit’ for

logging in directly to a
PC and a ‘PalmSecure
Sensor OEM Set’ with
multiple sensors allow-
ing the user to develop
many applications includ-
ing kiosk terminals, ATM’s
or access control systems.

PalmSecure can be used to
provide access control to build-
ings and networks as well as PC
and web login and can also be
applied to a whole range of verti-
cal markets including healthcare,
banking, government, education and public transport.

• For further information, please visit: 
www.fel.fujitsu.com/palmsecure or call us on: +44 208 5734444

� The UAE’s Iris Expellee Tracking Pro-
gram, seeks to prevent illegal immi-
grants and former expellees from enter-
ing the country using fraudulent travel
documents
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Acommon misconception surround-
ing the industry is that biometrics

is a modern-day idea. In fact, despite its
high-tech image, the principles behind
the technology can actually be traced
back to Egyptian times, when workers
on some of the great architectural proj-
ects of the day, such as the building of
the great pyramids, were not only iden-
tified by name, but also by their size,
face shape, complexion and other
noticeable features.

Biometric systems today have auto-
mated the identification process, and
tend to use physical or behavioural char-
acteristics that are far more complex,
but the underlying ideas are similar.

A second myth is that iris recognition
devices use lasers to scan your eyes. This
damaging rumour is completely with-
out substance and is thankfully being
laid to rest now that the technology is
being used by members of the public in
a variety of locations, such as Heathrow
airport. 

In fact, an iris recognition camera
takes a black and white picture and uses
non-invasive, near-infrared illumina-
tion (similar to a TV remote control)
that is barely visible and very safe. 

The next myth is a true Hollywood
favourite: bypassing a biometric sys-
tem using stolen body parts. With
most biometric devices it is possible to
include ‘liveness detection’, which
works by measuring a variety of vari-

ables, from a finger pulse to an eye
pupil’s response. 

Other things to bear in mind when
talking about stolen body parts is that
an extracted (or enucleated) eyeball
quickly decomposes, with the cornea
clouding over and obscuring the iris. A
severed finger also dies rapidly – typi-
cally becoming useless after around 10
minutes. 

There is still an industry issue with
fake fingerprints, which can be ingen-
iously fashioned from a plethora of
materials. However, at a price, it is also
an issue to which there are solutions, if
the application requires that extra level
of assurance.

Next on the list is the misconception
that fingerprint information captured
by commercially-run fingerprint sys-
tems can be used by law enforcement
agencies in a criminal investigation.
The fact is that almost no fingerprint-
based systems store the image of a fin-
gerprint. Instead they extract pertinent
information from that fingerprint to
create a mathematical representation or
template. This template, which is often
encrypted, is designed so that it cannot
be used to reconstruct the original fin-
gerprint image. 

Most government run schemes do
capture full biometric images, howev-
er, and are often used to guard against
criminal behaviour, such as attempting
to obtain a second passport under a

false identity, or, in some countries, to
register to vote more than once in an
election.

Biometrics no panacea
The final myth or common misunder-
standing is the belief that biometrics
are a silver bullet that can single-hand-
edly solve a multitude of security prob-
lems. This view overestimates and mis-
understands the abilities of biometric
technology. 

Contrary to common belief, biomet-
ric systems are not able to confirm the
“true” identity of any person. Howev-
er, they are very good at confirming
whether a person under scrutiny is the
same person that initially enrolled
into the system. Confirming a person’s
“true” identity is more difficult and
must be done through various means,

such as verifying that individual’s
“breeder” documents, such as birth
certificates or driving licences, or
through identity references from
trusted people. 

Biometric technologies are also far
from being a silver bullet in the fight
against terror. While they obviously
have a role to play, biometric systems are
not able to perform miracles. If a gov-
ernment doesn’t have a high quality
photograph or fingerprint image of a
terrorist suspect, then the chances of
capturing that person using biometrics
are slim.

In order to be a successful technology,
biometrics need to be combined with
many different strands of intelligence,
which when combined, could, just pos-
sibly, thwart terrorism and organised
criminal activities.

Dispelling biometric myths
Many new technologies are plagued by myths, and
biometrics are no exception. Over the years the
biometrics industry has been plagued with claims and
counterclaims, misinformation and scare stories. While
some of the myths are based on a modicum of truth,
most are either out of date or just plain wrong. 
BY MARK LOCKIE

“Biometric 
technologies are far
from being a silver
bullet in the fight
against terror”

Biometrics
Software Tools
Border Management, E-Passports, IDs

Enrolment, ID Personalization, Reader Software

�Image processing, compression, QA

�Tenprint capture

� Facial image compliance assurance

�Biometric workflow platform server

�Standard-compliant file formatting

�Certificate validation

www.aware.com/biometrics
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But for many regular travellers, who
may still be subject to a biometric

check, these thoughts can quickly turn
to insecurity or even frustration. What
if the biometric system doesn’t recog-
nise me? Will I get hauled into a back
office and be given the third degree?
Why is this biometric system holding
up the queue, making me late for an
important business meeting? 

These are all natural fears, and unfor-
tunately, in the worst case scenario, they
could be well founded. 

Biometric systems in the olden days,
and by this we mean more than four or
five years ago, were perfectly adequate
for most applications. For example, a
police officer would take fingerprints
from the scene of a crime, submit them
for checking against a central database,
and after some time the results would
come back. As Peter Went, CEO of

Dutch company WCC – Smart Search &
Match, which specialises in providing
search and match software, notes:
“These sorts of transactions were low in
volume, and placed no great demands
on high availability of the system. Some
police forces have fingerprint systems
which can be down for hours per day,
and this is not necessarily a problem.”

Today, while these sorts of systems still
exist, the biometric playing field has
changed beyond recognition. According
to Went: “If you look back to the events of
September 11 2001, the requirements for
biometric systems changed. They are now
being specified for applications, such as

border security, where numbers of transac-
tions can run to more than one million per
day and the perceived immediate threat is
also very high. Naturally, high availability
becomes crucial. You can’t say to a person
that they must wait in line for hours until
the system goes back up.”

More biometrics needed
With such large databases, and the need
for almost instant results, systems using
fingerprint technology on its own are
feeling the strain. Many systems are
now looking at using multimodal sys-
tems, perhaps adding facial or iris
recognition into the mix.

When people initially think about biometrics they
might consider how futuristic they seem, how exciting,
or how convenient – especially if they are one of the
lucky few who have jumped a long queue in the
immigration hall in order to use a fast-track biometric
system for pre-enrolled low-risk travellers.

The question then becomes: If we are
searching multimodal biometrics how
do we combine the results? The answer
is that there are many ways, but one way
that is gaining prominence is a process
which biometric “techies” call score-
level fusion. It all comes down to how
databases store and rate information
about you. WCC explains that, historical-
ly, biometric systems have combined
information taken from separate silos of
information about you, containing infor-
mation such as your biographical details
in one database, fingerprint information
in another, and so on. 

Mathematically speaking, a better
way is to store all information – bio-
graphic and biometric – about each indi-
vidual in one single database in order to
create profiles of each person. According
to WCC: “This means we can create an
intelligent ranking based on a person’s
profile. In other words, how similar is
this person’s profile in front of me to the
profiles in the database.”

Combined with well-designed infra-
structure – which today can guarantee
high availability – the end result “should”
be that travellers in the future can at least
queue without any added stress. Alterna-
tively go and sign up for a biometric-
based registered traveller scheme today to
avoid the queues altogether.

A match made in heaven?
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With regard to fighting terrorism
and organised crime, there is no

evidence to suggest that the introduc-
tion of identity cards and other identity
management schemes will have a signif-
icant impact upon either. Terrorists do
not have to cross borders in order to
carry out terrorist acts, just as serious
criminals can, and do, practice their
craft wherever they happen to be. Such
emotive claims are completely mislead-
ing and irresponsible. We shall have ter-
rorism and serious crime with or with-
out identity management. Such societal
ills do not exist because of a lack of tech-
nology and will not be eradicated by the
imposition of technology. 

With respect to the claims of user
convenience in being able to identify
oneself: to whom and for what pur-
pose? Citizens have been adequately
identifying themselves for hundreds of
years within civilised societies without
being treated like criminals and having
their fingerprints taken at every turn.
Why does this suddenly need to
change? The answer to this question
hints perhaps at the real reason why
governments are so desperate to intro-
duce identity management at any cost.
It is about government control over
citizens, a major element of which is
law enforcement. The theory is that,
with everyone’s fingerprints, together

with other biometric and demographic
data held in a national database, it will
be easier for law enforcement agencies
to place individuals at the scene of a
crime. Furthermore, with such data-
bases being linked to other data
sources, including public and private
services, credit reference agencies,
overseas criminal and national databas-
es and so on, law enforcement and
other authorities may easily access an
individual’s complete history. The data
held for an individual may easily be
notated and augmented without the
individual’s knowledge, allowing them
to be profiled and categorised accord-
ing to the whim of those in control. 

To the uninformed, this may sound
like a Big Brother science fiction night-
mare. However, I am sorry to say, it
seems to be already happening, right
here in the UK (as recent newspaper
articles have uncovered), with innocent
individuals being assigned criminal
records incorrectly and without their
knowledge. We are in reality creating a
virtual police state in this land of ours,
once noted for its fair play and demo-
cratic ideals. Indeed, a global police
state is being created by nature of coop-
eration with the United States, Europe
and elsewhere. One could understand,
from the law enforcement perspective,
the desirability of having such informa-

tion available for known serious crimi-
nals. I doubt that many would disagree
with such a proposal. But why do we
need to include decent law abiding citi-
zens? This surely represents a huge
backwards step for civilised society and
will no doubt have attendant conse-
quences. We shall find, in ten or 20
years time, that serious crime has risen
yet further, terrorism will be more
strongly embedded and law enforce-
ment agencies will still be failing in
their intelligence and ability to prevent
such activities. Yet we, as decent citi-
zens, will have sacrificed completely our
rights to privacy and anonymity. This is
a very serious matter. 

Another often quoted benefit associ-
ated with such schemes, is the matter of
immigration control. It is not a lack of
technology which has caused the United
Kingdom to be swamped with econom-
ic migrants, legal or otherwise. It is the
inadequacy of government policy which
allows such things, causing irreversible
damage to our society in the form of
over-population, cultural disintegration
and huge pressures upon the infrastruc-
ture. The panic mass-building pro-
gramme currently under way in order to
accommodate this influx is causing, and
will continue to cause, damage to our
natural environment, as well as the very
fabric of our society. The forced intro-
duction of identity management tech-
nologies, including biometrics, very
large scale databases and identity
tokens, will be equally damaging in this
context. Technology cannot compensate
for unintelligent and unsympathetic
government policy. Treating ordinary
citizens as criminals is not going to alle-
viate our societal ills, now or ever. On
the contrary, it will simply aggravate
existing pressures and lower the quality
of life for everyone. Such ills can only be
successfully addressed with intelligent

Biometrics and privacy: A sacrifice worth making?
Many claims are being made around the
implementation of identity management and the use
of associated technologies, such as biometrics. The
majority of such claims focus either upon national
security or convenience to the user in being able to
identify themselves. Neither group of claims stands up
particularly well to intelligent scrutiny however.
BY JULIAN ASHBOURN,CHAIRMAN, INTERNATIONAL BIOMETRIC FOUNDATION

policy coupled to long term commit-
ment and having the courage of our con-
victions to change things for the better.
The indiscriminate application of tech-
nology cannot magically achieve this.
We must address the root causes.

In conclusion, there are undoubtedly
some practical and positive applications
for biometrics within contemporary
society. However, I am inclined to sug-
gest that the current feeding frenzy
around all-pervasive identity manage-
ment is not one of them. It is time for a
change of policy in this respect. Today,
my words, as one who supports the ethi-
cal and responsible use of such technolo-
gies, may sound harsh. Tomorrow, they
may not sound harsh enough – unless
we can inspire a more intelligent and
far-reaching discussion around identity
management and current aspirations. 

There will always be terrorism and seri-
ous crime with or without identity man-
agement �

Recognition
Solutions

Recognition
SolutionsIris Recognition is the worlds

leading biometric for true

identification of an individual. 

• ACCESS CONTROL • TIME AND ATTENDANCE •

• CUSTOM IDENTIFICATION •

Aditech Ltd
Unit 3 Midshires Business Park, Smeaton Close, Aylesbury

Buckinghamshire HP19 8HL England.
Tel: +44 (0)1296 398085  Fax: +44 (0)1296 337755

e-mail: sales@aditech.co.uk
www.aditech.co.uk

IrisIris

AditechAditech

An alternative view…
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BMS Biometrics has just released the
next version of its Secure Network Fin-
gerprint Logon Solution, otherwise
known as SentriNET. SentriNET is
used across a spectrum of industries
throughout the world, including banks,
police and hospitals, and, indeed, wher-
ever IT network security is paramount. 

BMS Biometrics’ managing director,
Tina Tsoukatos comments: “The virtue
of SentriNET goes beyond the robust-
ness and uniqueness of its fingerprint
logon security. Its true power lies in its
ease of use and set up.” 

Biometric hand geometry readers
from Ingersoll Rand have been installed
at the Port of Felixstowe as Phase 1 of a
project which will require all truck driv-
ers to biometrically identify themselves. 

By combining smart cards with bio-
metric identification security levels will
be increased, without affecting cargo
handling times. Linked to a centralised
internet based Haulier Identity system,
the movement of goods will be tracked
and efficiency improved. 

Hand geometry was chosen for its
ability to cope with the harsh weather
conditions at the port and because it
was both easy to use and widely accept-
ed by the truck drivers over other bio-
metric systems.

Aware has announced a suite of bio-
metrics software tools designed for use
by integrators to help develop enrol-
ment, card personalization and card
reader systems for applications such as
fingerprint background checks, border
management, ePassports and smart card
IDs, such as the new "PIV" US federal
employee ID. The company’s software
enables development of custom applica-
tions with functionality such as biomet-
ric face and fingerprint image capture,
analysis, optimization, and compres-
sion, as well as standard-compliant data
formatting, compliance assurance, and
transport. 

Speech technology company VoxGen
has launched Call Secure, a product
which automates remote caller authen-
tication - both inbound and outbound.
Callers simply say their account num-
ber or other sensitive information to the
system without the risk of giving
details to an anonymous agent in an
unknown jurisdiction. This process
improves customer service, enhances
security and reduces costs.

Bell ID has recently announced strate-
gic customer wins in application areas
such as national ID, EMV banking
and corporate ID. It has also

announced the launch of a new FIPS
201 solution for use in the USA’s fed-
eral employee ID scheme. A notable
win for the company has been the
Qatar National ID scheme, where it is
involved in providing a system for
management of smart cards, digital
certificates, finger, face and iris bio-
metrics.

The UK’s Identity and Passport Ser-
vice (IPS) says it has issued more than a
million ePassports to British citizens in
the UK since March 2006. From the
end of August, all British passport
applicants will receive the new-style
passport when they next apply for or
renew their passport. Meanwhile, the
introduction of the more secure pass-

port has led to higher fees being
imposed, the second rise in a year. The
new standard adult passport fee from 5
October will be £66, up from £51.

News in brief

Human Recognition Systems can help you solve the puzzle
Human Recognition Systems is an experienced biometrics solutions provider.  Our proven track record of

successful deployments using facial, hand geometry, iris and fingerprint recognition has solved many

real-life business problems across blue-chip companies and Government. With extensive technical

expertise and strong emphsasis on Project Management, we are equipped to deliver biometric projects

from a Proof of Concept through to enterprise-wide rollout.

Our unique capability and unrivalled deployment experience makes Human Recognition Systems part-

ner of choice for both end-customers and large systems integrators in delivering biometric solutions.

Click: www.hrsltd.com
Call: +44(0)151 230 5187

Consultancy

Network Security

Doorway to Desktop

Mobile Identification 

Citizen ID Programmes

Bespoke Systems

bringing biometrics to life
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First, a world that’s unstable in general
and downright dangerous in some

places will drive biometric use for securi-
ty from national borders to the work-
place. Second, people living in places
where privacy is valued will recognize
biometrics can counter identity theft and
be a boon, not a threat to privacy. Third,

business, facing new economic realities
and resulting growth challenges, will
look to biometrics to improve perform-
ance in areas from labour productivity to
marketing efficiency.

If point three seems less like the
“slam dunk” that one senior govern-
ment official used to describe “futures”,

consider this difference – it’s not
weapons of mass destruction at issue
but tools for enterprise survival in
tough times.

Inflation pressures
Oil prices recently passed through a
US$75-/barrel threshold on a relentless
upwards climb that drags other com-
modity prices along with it. It’s hard
not to imagine scenarios where skyrock-
eting energy prices and escalating raw
material costs create inflationary and
margin pressures the likes of which
industry has not seen in years. 

Expansion, whether on High Street
or globally-inspired, has spawned over-
capacity in one category after another.
Recently, cheap money fuelled competi-
tive promotion, discounting, and out-
right price reductions that appeared to
reflect hopes that deeper pockets or bet-
ter credit might provide the staying
power that allowed the strong to pre-
vail. Today, strategies based on financial
attrition are unaffordable, something
made clear by the widely reported
efforts of GM and Ford to reinvent
themselves while time to do so remains.

Spiking energy and materials costs
and resulting margin constraints will
put industry and particularly the servic-
es sector under enormous pressure to
perform. However the “do more at lower
cost, with fewer people” prescription has
been recently and regularly over-used to
deliver the numbers the markets wanted
to see. So, a “more of the same” approach
may well fall short on results or under-
deliver on customer satisfaction.

Biometric opportunity
Design and deployment of systems
incorporating biometrics may be exact-
ly what is needed to wring shrinkage,
fraud or inefficiency from operations.
Look for biometrics in workforce man-
agement systems designed to reduce
labour costs and increase productivity,
as practices like “buddy-punching” are
targeted, eliminated, and new labour
productivity metrics are introduced. 

Managing the cost side will be only
half of businesses’ new biometric equa-
tion, however. Opportunities exist to
leverage identity in ways that enhance
operational productivity and profitabil-
ity. With 2005 online sales representing
8% of retail sales in the US, and e-Week
recently reporting that the annual value
of self-service checkout is US$475 bil-
lion, look for biometrics, consumer self-
service and marketing to start to blend.

In 2005, about two-thirds of Ameri-
can consumers felt bombarded by adver-
tising and marketing. Almost as many
felt messaging directed at them was

Will Biometrics Boom?
Since 2001, dramatic changes have occurred in the political, social and economic
landscape. From these, stem three things suggesting biometrics is on the verge of a boom.
BY DAVID JOHNSTON

Too often technology fails not
because of technical shortcomings

per se but because it has not been tai-
lored in accordance with human cogni-
tion and the nature of the mind. To
achieve success, the human perspective
has to be taken into account from the
very beginning, and throughout devel-
opment and deployment, otherwise fail-
ures are sure to follow.

Most technological systems only
provide information to humans, who
evaluate it pragmatically and take
actions according to their judgements.
Technological solutions need not only
be relatively easy and intuitive to use,
but they must provide information in
ways that properly utilise cognition to

support best judgements and conclu-
sions. Human errors often occur as a
result of how information is provided
to them by the technological systems.
Biometric systems must therefore take
into account the cognitive architecture
of the human operators, including
human perceptual-cognitive-contextu-
al biases, so that optimal decisions can
be reached. 

Biometric systems often work in col-
laboration with human identification
experts. Whether it uses fingerprint or
face identification, the biometric system
cannot normally resolve more complex
cases: for example, when the friction
ridge of a fingerprint is worn down, dis-
torted or partially missing; or in faces

when there is an age difference (eg when
renewing an ID or passport after ten
years); or when fraudulent attempts are
made to disguise ones identity. In such
cases the biometric systems are powerful
search engines that can examine very
large databases, but they often cannot
make a definite identification. They are
only able to provide the most likely
matches for consideration by the human
expert. Thus they operate in the shadow
of humans and need to work with, and
complement them.

These illustrations clearly demon-
strate the need to have biometric sys-
tems designed and deployed to work for
and with humans. They must not be iso-
lated from the human perspective,
existing within their developers’ limit-
ed reality. Biometric systems need to be
friendly and intuitive to use, not only to
security and identification experts using
these systems, but also to the people
who are subjected to them, and to the
entire human environment. 

Beyond the convenience and efficien-
cy of those systems in making identifi-
cations, biometrics also impact humans
in a much broader sense. They should
take into account human rights and
long-term social implications. To do so,
cognitive scientists as well as ethical
thinkers and social scientists should
play an active role in biometrics, which
should not be left to technologists and
security professionals alone. This,
regretfully, is often ignored.

The success or failure of biometric
identification and technological solutions
will ultimately depend on adopting a
broad cognitive and human perspective.
Information and articles on the critical
role of the human perspective in biomet-
ric and other technological systems can be
found at: 
www.ecs.soton.ac.uk/~id/biometrics.html
• Dr Itiel Dror is a Senior Lecturer in the
School of Psychology at Southampton Uni-
versity who specialises in cognitive technolo-
gies and their applications. He conducts
research and provides international consul-
tancy in training, biometrics and technologi-
cal solutions within cognitive and human
perspectives.

Don’t forget us humans!
Biometrics and technological solutions are designed
and evaluated in terms of performance and costs.
However, they often neglect to consider and fail the
most important perspective: their fit with humans.
Biometric systems must not be developed in a vacuum,
isolated from their users and the environment in which
they are to operate.
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irrelevant. The need to improve and the
potential ROI gains possible by improv-
ing marketing efficiency is very clear. 

Biometrics will allow marketers to
move beyond making guesstimates
about the “average lifetime value of a
customer”. Instead, definitive calcula-
tions of the lifetime, or even recent
value of a particular customer are possi-
ble. Customers, opting in to a promise
of value from a brand for which affinity
exists, would feel increasingly appreci-
ated and rewarded as marketing’s focus
changed from prospecting and harvest-
ing short-term growth from the
“churn”, to more relevant messages and
value appeals directed at and delivered
in the interest of servicing, enhancing
the value and loyalties of one’s best, and
most profitable customers. 

Biometrics in marketing to sharpen
focus on specific customers should
enhance service sector profitability by
allowing marketers to make intelligent
applications of leverage to incentivise
select customers to become better ones.
Instead of discounting to everyone, why
shouldn’t renting a car, or selecting a hotel
– business transactions all but impossible
without two identification credentials –
afford a good customer an advantage over
an ordinary one based on frequency or
recency of interaction with the brand?  

Privacy
Privacy can be delivered via biometrics in
ways store loyalty cards can’t, something
that fits nicely with the rapidly growing
trend to self-service checkout. One very
large consumer goods manufacturer with
an interest in the future of retail contact-
ed LG Iris Technology Division because
they knew customers did not want to be
identified by name at retail, and wanted
to look at alternatives. Alternatives,
including anonymity, do exist. 

Biometrics already mesh with pro-
found shifts underway as an evolution
from mass marketing through mass cus-
tomization to a new era of personaliza-
tion is mirrored by mass media’s transi-
tion through media fragmentation to an
era of customized content and personal-
ized message delivery devices. 

Biometrics will afford opportunities
to rethink marketing targeting and
messaging in the real, virtual, and
wireless-delivered retail environments,
and good customers and forward think-
ing companies should both benefit
from this. 
• Formerly a senior executive with J. Walter
Thompson in US, Asia, Japan, and Europe,
David Johnston is VP-Worldwide Market-
ing for LG Electronics Iris Technology Divi-
sion and can be contacted at
djohnston@lgiris.com




